Does a Hybrid Space-Aware Randomized Defense Improve Empirical and
Certified Adversarial Robustness?

Joy Dhar!

Manish Kumar Pandey> Behzad Bozorgtabar® Nayyar Zaidi* Wenyu Zhang® Wei-Hong Li® Tingting Mu’

Dwarikanath Mahapatra® Mahsa Baktashmotlagh® Trung Le'® Chen Chen'' Sajib Mistry '> Camila Gonzalez *
Samira Ebrahimi Kahou'* Lina Yao '’ Piotr Koniusz'°' Robert B Fisher !’ Dinh Phung '° Bohyung Han '®
Nuno Vasconcelos ' Pietro Lio *°

Abstract

We introduce Hybrid Space-aware Stochastic
Convolution Attention Noise (HySCAN), a hy-
brid randomized defense that helps close the
long-standing gap between provable robustness
under /5 certificates and empirical robustness
against strong /., attacks, while maintaining
strong generalization across diverse imaging
benchmarks. HySCAN jointly explores comple-
mentary sources of stochasticity at both training
and inference: (i) implicit weight-space random-
ness via stochastic-aware Random Weights, and
(i1) explicit feature-space randomness via Stochas-
tic Attention Noise Injection modules. By incor-
porating randomness at both the parameter and
representation levels, Hy SCAN enables meaning-
ful certified guarantees while improving empirical
robustness in practice. Comprehensive experi-
ments on diverse imaging datasets e.g., CelebA,
CIFAR-10 and CIFAR-100, ImageNet-1Kk,
HAM10000, and NIH Chest X-ray demon-
strate that Hy SCAN outperforms existing certi-
fied and empirical defenses, improving certified
robustness by up to ~ 9.6% and empirical ro-
bustness by up to ~ 5% without reducing clean
accuracy. Code- HySCAN
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1. Introduction

Deep vision architectures have achieved remarkable per-
formance across diverse real-world applications, yet they
remain vulnerable to adversarial perturbations' (Carlini &
Wagner, 2017; Dhar et al., 2026a). This vulnerability is
particularly concerning in high-stakes applications such as
clinical decision support and fraud detection (Dhar et al.,
2026a). In response, researchers have explored a variety of
methods to enhance the robustness of deep neural networks.
In particular, empirical defenses—most notably adversarial
training (Madry et al., 2018; Ding et al., 2018; Shafahi et al.,
2019; Sriramanan et al., 2021; Cheng et al., 2023)—aim to
enhance robustness by iteratively optimizing on adversari-
ally perturbed examples. However, such defenses are not
fully trustworthy: they are frequently broken by stronger
or more carefully crafted attacks (Carlini & Wagner, 2017;
Yuan et al., 2021; Hendrycks et al., 2021; Duan et al., 2021;
Lietal., 2023; Dhar et al., 2026a). These limitations have re-
newed interest in methods that offer certified robustness, i.e.,
formal guarantees that a classifier’s prediction remains un-
changed within a specified perturbation range (Raghunathan
et al., 2018; Hao et al., 2022; Dhar et al., 2026a).

Among certification methods, Randomized Smoothing
(RS) (Lécuyer et al., 2019; Cohen et al., 2019) has emerged
as one of the most scalable approaches for modern vision
architectures. RS yields ¢ robustness certificates by defin-
ing a smoothed classifier that aggregates predictions of a
base classifier under i.i.d. Gaussian perturbations of the in-
put at inference time (Xia et al., 2024). A key limitation,
however, is the inherent accuracy-radius trade-off induced
by a fixed noise scale: larger noise often increases certi-
fied radii but can degrade clean accuracy, whereas smaller
noise preserves accuracy but certifies only small radii (Xia
et al., 2024). To mitigate this, prior work has explored
inference-time (often input-dependent) adaptation, includ-
ing RS-specific approaches (Alfarra et al., 2022; Sukenik
et al., 2022; Hong et al., 2022) as well as broader inference-

! Adversarial examples are modified input images by adding
small perturbations that can cause misclassification with high suc-
cess rates.
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time heuristics (Croce et al., 2022). In practice, such de- ity via attention-scaled injection)—and show how their

fenses can face limitations under modeétn adversarial hybridization enables controlled smoothing of both pa-
attack suites (e.g., AutoAttackAfp), and itsAPGDvari- rameters and representations.

ants) (Croce & Hein, 2020), highlighting a persistent gap3. We benchmarkdySCANagainst strong baselines on
between certi ed guarantees and empirical robustness. eight natural-image and medical-imaging datasets, and

observe consistent improvements in both certi ed and

This gap becomes even more consequential when mov- »
empirical robustness.

ing from natural-image to medical-imaging benchmarks.
Several studies suggest that medical-domain pipelines may Related \Work

be more vulnerable to adversarial perturbations than their

natural-image counterparts (Dong et al., 2024; Yao et alGerti ed randomized defenses. Randomized smoothing
2021; Ma et al., 2021; Finlayson et al., 2019). A plausi{RS provides scalablg, robustness certi cation by convert-
ble contributing factor is that medical-imaging datasets caring a base classi ef into a Gaussian-smoothed classi er

Qiffer markedly in sample size, feature statistics, acquisi- F(x) = argmax Pf(x+"=y]: " N(O: 2y @)
tion artifacts, and task structure (Dong et al., 2024). These y
observations motivate the following question: whose prediction can be certi ed to remain invariant within

an , ball around (x) (Cohen et al., 2019). Prior methods
strengtherRS-style certi cation by improving the noise
stability of the base model, for example through noise-
aware/consistency regularization (Jeong & Shin, 2020),
denoising-based preprocessing (Carlini et al., 2023), or
To address this question, we propose Hybrid Space-awareadversarial training tailored to the smoothing distribution
Stochastic Convolution Attention Noise HySCAI\), aran- (Sa|man etal., 2019) While C|assid:a5injects random-
domized defense architecture that improves certigdnd  ness only at the input, more recent variants tighten certi ed
empirical’; robustness by injecting independently resamradii by jointly introducing multiple (including internal)
pled, attention-modulated noise into the convolutional laynoise sources, e.gARS(Lyu et al., 2024)DRS(Xia et al.,

ers during both training and inference. Crucially, our certi-2024),IRS (Ugare et al., 2023). In contragtySCANNcor-
cation accounts for all sources of randomness—both theporates stochasticity beyond input perturbations: stochastic-
input Gaussian perturbations used by randomized smoot@ttention noise implicitly modulates weight-perturbation
ing andHySCANS internal resampling—thereby preserv- dynamics and explicitly injects representation noise for
ing standarRS , guarantees while strengthening robust-feature-level smoothing, while preserviRgstyle, certi-
ness to strong; attacks across natural-vision and medical- cation. Prior HyCAS(Dhar et al., 2026a) uses Lipschitz-
imaging benchmarks. controlled hybrid streams with smoothing-induced feature-

HySCANreplaces standard convolutional blocks with two SPace stochasticity, but does not inject smoothing-induced
complementary stochastic attention-conditioned moduleStochasticity in Iter space. In contraslySCANearns a

(i) Random Weights with Attention NoisRWAN which shared attention-noise module that cunANvelght-
applies structured, attention-gated perturbations to convol§Pace andANI feature-space stochasticity within a single
tional weights, thereby implicitly inducing heteroscedastic'andomized base predictor.

weight-space stochasticity concentrated on salient channelEmpirical Randomized Defenses. Complementary to
and (ii) Stochastic Attention Noise InjecticBANI), which  certi ed approaches, empirical randomized defenses—such
injects attention-modulated perturbations into intermediateasCTRWMa et al., 2023)RPF(Dong & Xu, 2023),PNI
features to explicitly smooth the representation geometryHe et al., 2019), and.earn2Perturb (Jeddi et al.,
while preserving discriminative cues. By distributing con-2020)—have largely focused on empirical robustness (often
trolled stochasticity across both weights and representationander’; threat models) by injecting stochasticity during
HySCANpreserveskS certi cates and improves the cer- training and/or inference. However, these defenses offer no
ti ed—empirical robustness trae@ff across diverse image formal worst case guarantees (Yang et al., 2022; Liu et al.,
benchmarks. The key contributions of this paper are: 2021), and can be brittle against adversarial attacks that
explicitly account for the defense's randomness over the
internal noise (Athalye et al., 2018; Tramet al., 2020).

Can we design a defense that simultaneously im-
proves certi ed robustness and empirical robust-
ness, and does so reliably across both natural-
image and medical-vision benchmarks?

1. We introduceHySCAN a plug-and-play hybrid stochas-
tic defense architecture that enables provaplebust-
ness certi cation while improving empirical robustness Existing defenses are often specialized for either certi £d
against strong; adversarial attacks. or empirical’; robustnessHySCANuni es both regimes

2. We propose two attention-modulated stochastic modby coupling RSstyle certi cation with empirical adver-
ules—RWANweight-space stochasticity via attention- sarial robustness through internally resampled, attention-
gated perturbations) ar8ANI (feature-space stochastic- noise guided stochastic modules (iBWANSANI) that
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Figure 1. (a) Overview of the proposéty SCANblock, which replaces a standard convolutional block (e.g., the residual blétdsiNet
family (He et al., 2016))HySCANIncorporates two complementary defense modulesR@WANwhich replaces each convolution layer
and learns weight-space perturbations to induce implicit stochasticitysANd, which performs noisy feature-space representation
learning to introduce explicit stochasticity. Together, they improve both certi ed and empirical adversarial robustness.

remain active during both training and inference. Ourblock in standardCNNbackbones with a hybrid design
experiments show that replacing standard convolutionathat couples implicit and explicit stochasticity via attention-
block with HySCANincurs only a modest clean-accuracy conditioned noiseHySCANconsists of two complementary
drop, while improving certi ed , guarantees (under weight- components: (i) Random Weights with Attention Noise
perturbation- and feature-noise guided smoothing) angRWAIN which introduces implicit stochasticity by inject-
strengthening robustness to strong adversarial attacks. ing attention-gated randomness into convolutional kernels
Furthermore, while defenses are frequently evaluated in @.e., weight-space perturbations); and (ii) Stochastic At-
single regime (e.qg., natural vision datasets), with comparaention Noise Injection (SANI), which introduces explicit
tively limited attention to medical imaging benchmarks, we stochasticity by injecting attention-modulated randomness
show thatHySCANperforms well across diverse imaging into intermediate features at the end of each block (i.e.,
benchmarks (Tables 1-4 and Figs. 3-5). Further detailieature-space perturbations). TogethH&WANNd SANI

appear in Appendix A.1. distribute stochasticity across both parameters (i.e., weights)
and representations, aiming to improve adversarial robust-
3. HYSCAN: Proposed Methodology ness while maintaining a leading clean-accuracy trade-off.

Randomization is a widely explored defense primitive beLetx 2 RHWC  denote an input feature map with spa-
cause it makes the adversary's optimization problem stochatial dimensiongH; W) andC channels, ang denote its

tic (Ma et al., 2025). It can be leveraged to improve advertabel. We augment a base classifer (parameters ) by
sarial robustness during training and/or inference. HoweveintegratingHySCANblocks by replacing each convolution
existing randomized defenses often struggle to strengthelplock (e.g., residual block) throughout the network. Let
adversarial robustness consistently across threat modeéls N (0;  2I) denote isotropic Gaussian noise used for
(e.g., certi ed and empirical adversarial attacks) and hetrandomized smoothing (with dimension matching the net-
erogeneous benchmarks (e.g., natural images and medisabrk input). We usé to denote the internal randomness
imaging) (Dong et al., 2024). A key reason is that, wheninstantiated by RWAN (including sampled weight noise and
injected in a n&e or feature-agnostic manner, randomnessany auxiliary randomness used to form Reé/ANjate), and
does not reliably translate into robustness. Many methods for the internal randomness instantiated3ANI at the
(e.g.,DRS ARS RPF, CTRWadd noise only during train- feature-injection stage. The resulting smoothed classi er is
ing or inject noise at a single locus (e.g., only in weights or
only in features), typically without conditioning on the input

or the model's salient features. Such localized, unstructured, () predicts the class most likely returned by the ran-

perturbations can be attenuated by adaptive adversaries Yz q network under the joint randomness from smooth-
der both certi ed and empirical settings and can hinder thelng noise’ and internaHySCANrandomnesg; ) . This
learning of informative representations, resulting in limited , 1< 1,0 following properties o

robustness gains.

F (=argmax Py [f (x+%51)=cl; (2)

To address these limitations, we propose Hybrid Stochas-3 1. Certi ed guarantees and empirical robustness

tic Convolution Attention Noise (HySCAN module, a LetBy() =f 2 R 9 : kk, g denote the, ball
plug-in defense block that replaces each convolutionajvectorized inputs). Although the base netwbrk(;!; )
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obtained by backpropagating through that same realization);
see (Eg. 2) and Algorithm 3. L&t = (!; ) denote
the induced joint internal randomness.

Fix an inputx and a perturbation 2 B ; ("1 ) for the
randomized base classi ér (;U) (as de ned above). Let
a:RYI IR be any differentiable attack objective applied
to the classi er's differentiable output scores, and de ne the
single-pass input gradient under a fresh draw U as

Gu():=r aff (x+;U)): (6)
De ne the mean direction after marginalizing joint random-
ness,
Figure 2. Overview of the Stochastic Attention Noise Injection O
(SANI) module with recursivRecRANand non-recursivBloRAN O:=E vlouOl u():= Ok (()6=0); (7)
2

branches for feature-space noise injection.

and the scalar alignment of a single-pass gradient with the
is randomized, the smoothed classiEr of Eq. (2) is  mean direction,
de ned by marginalizing over the joint randomnésd; ) Zo() = hg v (); uQ)i: ®)
and is therefore deterministic at the population level.
Certied ", robustness guarantees For 2 Y, de ne Proposition 3.2 (Directional gradient dispersion under joint
the class probability induced by the randomized network inrandomness). Assunikgy()k3 <1 and () 6= 0.

Eq. (2) as Then the probability that a single stochastic-gradient step is
D) =P [f (x+"1 ) =d]: 3) directionally misaligned with the mean direction satis es
- _ Pu Zu() O Varu Zu() )
Letca = argmaxcpc(x), and de nepa = p¢, (X) and u fu Varo Zo() +k(Kk 2

P = MaXce=q Pc(X). To con rm thatHYySCANremains
certi able under randomized smoothing, we restate theMoreover, writingU = (!; ) , this directional variance
standardRS guarantee (Cohen et al., 2019) to the joint-decomposes (law of total va}]riance) as

randomness predictor in E{R), as formalized in Theo- Var, Z. () =E: Var Z. (]!
rem 3.1. (10)

Theorem 3.1 (Randomized-smoothing certi cate adopted +Var, E Zy ()]!
from (Cohen et al., 2019) foHySCAN. Consider the

smoothed classi eF in Eqg. (2) constructed with Gaus- Proof. See App. A.3.3.
sian smoothing noise N(0; 21).Ifpa > pg,thenthe Proposition 3.2 characterizes directional gradient dispersion
smoothed prediction is invariant to perturbations ingn  underHySCANs resampled internal randomness. Theo-

ball B, ro(x) of valid certi ed radius rem A.1 (see App. A.2) offers a supervised-loss upper
N N _ bound that formalizes the empirical robustness implica-
ra(x)= 5 (PA) (Pe) 4 tion of this stochastic-gradient view.
ie.
8 2B 2ra2(X) : F (X+)=cC a; (5) 3.2. Implementation

1 :
where is the invers&CDFof a standard normal random = 5, overview of the implementation of HySCAN is given in

variable. This certi cate remains valid for any internal Fig. 1 and pseudo-code is provided in App. A.8-A.9. Each
HySCANandomnesg; ) because, andpg aredened 5 aNblock processes its input feature map through two
under the full joint probability p(x) = P -, []- cascaded moduleRWANollowed by SANI. Letx; denote
the input to blocki. RWANs implemented as a residual
Proof. See App. A.3.2. branch withJ; stochastic convolutional layers; we denote
More details can be found App. A.3.1. the resultingRWANransformation b)Gﬂ‘ (;14), where! ;
aggregates the sampled perturbations and gating randomness
Empirical *; adversarial robustness. SincélySCANs  across thesd; layers.SANI is denoted b5 (; i), where
randomized at testtime; adversarial attacks are evaluated ; parameterizes the sampled feature perturbations injected
with the model randomness active, iBWAN/SANIran-  at the end of the block. The HySCAN output is
domness is resampled across attack iterations (each stochas-
tic forward pass draws fresh noige ) , and gradients are Zi(xi)=Si xi +Gl(xi;ti); i (12)
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Table 1. Certied accuracy (%) ofHySCAN and existing defenses ommageNet (Deng et al., 2009) and
CIFAR-10 (Krizhevsky, 2009). All methods are assessed at two noise levels. Bold denotes the best result.
\ ImageNet \ CIFAR-10
Methods \ \ Certi ed accuracy at predetermined ", radius r (%) \ Certi ed accuracy at predetermined ", radius r (%)
| | 000 025 050 075 100 125 150 2p000 025 050 075 100 125 150 20
025| 671 487 0O 0 0 0 0 0| 753 602 434 261 0 0 0 0
RS(Cohenetal.2019) | 50| 573 459 368 287 0 0 0 0| 652 541 413 324 232 147 934 0

025 | 711 614 527 431 391 334 267 0 841 673 514 391 309 211 16.2 0
050 | 68.1 58.7 503 434 391 345 306 224784 637 502 389 318 233 19.7 847

025| 706 612 518 427 384 326 254 0 834 658 502 345 247 158 105 0
050 | 676 582 49.6 428 356 332 298 21|3781 621 487 358 245 179 129 4.6

025| 684 585 46.2 387 321 193 108 0 786 632 475 308 196 103 572 0
050 | 624 509 415 347 273 202 138 6.3171.3 585 441 333 241 157 114 2.2

ARS (Lyu et al., 2024)

DRS (Xia et al., 2024)

IRS (Ugare et al., 2023)

025 | 723 639 556 464 40.7 352 29.7 542854 701 56.7 443 365 296 229 852
050 | 69.2 606 539 456 411 363 327 24880.7 653 548 443 368 303 234 125

025| 719 652 56.7 479 423 371 307 715852 704 573 455 379 307 241 994
050 | 689 615 551 468 423 374 339 26/280.3 664 56.1 458 383 317 251 139

HyCAS (Dhar et al., 2026a)

HySCAN (Ours)

The block output is fed to the next block by setting ﬁj""te (x})2RHWC | produced by th&ANI mechanism
Xir1 = Zi(xj). Inthis hybrid designRWANprovides im- (sec. 3.3). The responsé™ (x!) is rst compressed into
plicit stochasticity by perturbing effective convolutional g per-input-channel gate by averaging over bakhgnd

lters, while SANI provides explicit stochasticity by inject- gpatial dimensions (W; N)
ing structured, attention-conditioned perturbations into the

block representation. 5 =Meanwmw  °(x)) 2RI (13)
3.2.1. RWAN: RANDOM WEIGHTS WITH ATTENTION and applying max-absolute normalization:
NOISE o gate
izi i i - 9 ()= g (14)
Randomizing convolutional weights can hinder adversar- max; §7°[c] +b

ial optimization by making the effective lter stochas- .

tic across forward passes. However, uniformly injectwhere b = 10° ensures numerical stability. The gafeig

ing i.i.d. Gaussian noise to all kernel coef cients is then broadcast to match the kernel shKﬁSeK ,-i C ].i éji
featureagnostic and largely stationary: attackers can ofand modulates the injected weight noise, to produce the
ten recover usable gradients by averaging over stochastitochastic RWAN weights

queries, while indiscriminate perturbations can degrade

discriminative Iters. RWANnstead induces structured, W/ (xj;t{)=w/ + | | g|(x]); | =SP( ) o;
input-conditioned weight-space stochasticity, contributing _ _ L it _ (15)
to HySCAN's certi ed—empirical robustness trade-off. Us- Where is element-wise multiplication,;>" is a trainable

ing aSANI-derived attention—noise response from the curhoise-strength parameteand SP( ) denotesSoftPlus
rent feature mafRWANjates perturbation magnitudes per activation. Finally,RWANeplaces the deterministic con-
input channel, yielding heteroscedastic kernel randomizavolution weightW;" with the robust stochastic perturbed

tion. Channels with stronger responses receive larger pertqﬁeightf/\/ji and performs convolution usiﬁg’-i , thereby in-
bations, whereas stable or less informative channels remaj@cting attention-gated implicit stochasticity into the weight
near-deterministic—making the randomness harder to agpace:

erage out by attackers while more preserving salient lters. o _ o

Fig. 1(b) showsRWAN internal structure. We next detail Gxj:t))= BN x W) ; (16)
RWAN's design stages. ) i L
ConsideRWAN where denotes convolutiorBN( ) is batch normalization,

Attention-gated stochastic convolution. X . .

- . : Hwe | o and () is ReLU. Composing these layers yields tR®VAN
layerj in blocki. Letxj 2 R i denote its input fea- residual branch #5(: ! ;) used in Eq. (11)
ture map, and let the base kernel (i.e., standard convolution A 4 '

weights) bew, 2 RKI K /€] ¢ Ateach forward pass, We next establish two structural propertiesRWAN'sin-

RWAN samples Gaussian noise in weight space duced weight perturbatiolV | = fNj‘ W /': (i) the gate

. 5 . Kik ici @ bounds its magnitude so injected noise cannot be ampli ed
i N@©; W) j2REIT IR R (12)

2We initialize 2% to a negative value so thay starts small
This noise is then gated using an attention-noise responsad increases only when bene cial.
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Figure 3. Empirical robustness of The HySCAN evaluation against stronger PGD attacks on CIFAR-10 and CIFAR-100.

beyond the learnable scalje (Lemma 3.3); and (ii) under space perturbations at the end of edlgisCANblock, en-
Gaussian base nois#&y ji is conditionally Gaussian with couraging stochastic smoothing of intermediate features
gate-modulated (heteroscedastic) variance (Proposition 3.4yhile preserving salient cues through attention conditioning.
enabling tractable reasoning undéySCAN's joint ran- It also provides the attention-noise responses useR\WAN

domness. We start by bounding k\{'\kF, to gate weight perturbations, ensuring that weight-space
Lemma 3.3 RWANate bounds weight-perturbation mag_noise remains structured rather than indiscriminate. We
nitude). Letgji (x}) 5 RS denote the normalized gate in next discuss the main building blocks of SANI.
Eq.(14)withb > 0, and letW | = I/ W | be theRWAN
weight perturbation in Eq(15). Thenkg! (x| )ky 1 and

Dual-branch attention-noise learner.  Given an input fea-
ture mapu 2 RHW S (in our usage, eithen = x | for
per-layer gating ou = x ¢ for block-level injection) SANI

KW ke |k ke: (17)  produces stochastic attention nois@i; ) with the two
complementary stochastic branches of Fig. 2. This attention-
Proof. See App. A.4.1. noise is a normalized nonnegative mixture
The following proposition characterizes the conditional law A )= 4 o ™ . +: (20
of W | under Gaussian base noise. ()= T reet o+ (20)

Proposition 3.4 RWANnNduces input-conditioned (het-
eroscedastic) Gaussian weight perturbations). Assfime
N(0; Z1) inEg.(12)and | ? x| . Conditioned orx/, the
RWANerturbation W | in Eq.(15)is Gaussian distribu- =u oy r=u™ (21)

where =10 ¢ ensures numerical stability, of two residual
increments relative to u,

u'®c is the output of a Recursive Randomized Attention
Noise (RecRAN) branch,

_ _ _ _ _ o u® = RecRAN(u; "™°); (22)
E W lalix =0;var W {[alix; =( )* & g o _ _ _
(18)  Wwhich implements a recursive stochastic attention modu-
Finally, lation. u™" is the output of Non-Recursive Randomized
h

N o i . . ..  Attention Noise (NoRAN)

(19) u™ = NoRAN(u; "); (23)
whereG! (x!) denotes the gate broadcast to the kernel . .
¥ a non-recursive branch that injects complementary channel-
shape. : : . , .
aware perturbations in a single pass. The implementation
Proof. See App. A.4.2. details of the two branches (i.&ecRANandNoRAN are
presented in App. A5and A.6.=( '¢; ") collects
3.3. SANI: Stochastic Attention Noise Injection the branch-speci c internal randomness and are resampled

L . . . . . er forward pass. This two branch architecture yields an
Moativation. While RWANiversi es weights by perturbing g daptive trage-offRecR ANcaptures progressive s){[ochas-

kernels, _Welght-space randomnes_s aI(?ne d_oes not eXp“CIttYC smoothing, whileNoRANcontributes complementary,
smooth intermediate representations: the induced stochas-

ticity can be partially averaged out by adversarial attacksr,andomlzed’ channel-aware noisy representation learning.
and may not suf ciently regularize representation geomeWhy dual-branch? In SANI, RecRANapplies progres-

try. SANI complementRWANby injecting explicit feature- sive smoothing that stabilizes features for robustness, but

6
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Wnor =  nor= . TheMWrec;Wnor 0 @ndWiec +Wnor 1,
and therefore

A(U; )=W  rec W M 27)

i.e., SANI is a normalized nonnegative mixture of branch
increments (with an explicit shrinkage due to ).

Proof. See App. A.4.3.

. N . Proposition 3.6 SANI fusion is scale-controlled under

diffusion-based defenses (e.BregPure (Pei et al., 2025) and N :
AGDMLIn et al., 2025)) orCIFAR-10 andimageNet . CIFAR- 2Ny convex normk  k (e.g., 2 or Frobenius), the fused

10 is evaluated undd?GD AutoAttack (AA), EOTPGDand adap-  Perturbation satis es
tive EOT-BPDA attacks; ImageNet under PGD and AA attacks. AU ) W ek ®Cktwnork "™k maxfk  "Ckk "™ kg:

. . . N (28)
it can over-smooth and limit perturbation diverstyoRAN  Thys SANI cannot increase the perturbation magnitude

complements this with a non-recursive, single-pass, channaleyond the larger of the two branch increments.
aware heteroscedastic injection that improves diversity but

lacks RecRAN's progressive invariance. We therefore Proof. See App. A.4.4.
jointly exploit both effects to preserve both properties and.l.
improve certi ed and empirical adversarial robustness (see
Appendix A.11). rec = SOftPlus( p) O; nor = SoftPlus( n) O;

(29)
Roles of SANI in HySCAN  Within blocki, RWANON-  \yith learnable scalarsp; n (broadcastoved W C ).
tainsJ; layers indexed by. Letx; denote the inputto  softplus enforces nonnegativity, while normalization by
RWANayerj and®j = Gj(xj;!;) its output. The atten- controls perturbation scale and enables the model to learn
tion noiseA(u; ) of Eq. 20 is used in two complementary the relative contributions dRecRANandNoRANwithout
places of HySCAN. trivially increasing both weights.

(i) Implicit (RWANuse, per-layer. At eacRWANayerj,
the attention-noise response produced3#NI is used to

he mixture weights are parameterized via softplus:

3.4. Training objective.

form the RWAN gate HySCANis trained under the joint randomness as the
smoothed predictor in Eq. (2): Gaussian smoothing noise
ge®)=AR ;1 ) 2RMVCE (24) " N(O; 21) and internaHySCANrandomnes$) :=
") , where! denotesRWAN's weight/gating ran-

t .
where! i denotes the random draws used instdéor  gomness and denotesSANI's feature-injection random-
92‘329? we subsume these draws intin Eq. (2). Crucially,  ness. BotH andU are resampled on each forward pass.

pooled to gate weight noise (Eq. (14)). score vector output of the base classifer(; U) (predic-
(i) Explicit (feature) use, per-block. After completing tonisargmaxf x (;U)). To preservérS-compatibility

the J; RWANayers in blocki, SANI injects an additive for 2 certi cation (Thm. 3.1) while improving empirical
perturbation at the end of the block, thereby yielding an 1 robustness, we minimize the hybrid objective

explicitly randomized intermediate representations. Let ) h .
min L nyscan () =E (xy) D E-.w ~f (x+"U)y
x\ = xi +Gi(xi;!) (25) i
+ max E. ~f (x+ +";U)y :
denote the pr&ANI block output (ref. Eq(11)). SANI (30)
injects an additive attention-modulated perturbation: where :fkk 1gand O controls the certi ed—
Q0= S/(x% ) = x0+ M NZAK % ) (26) empirical trade-off (= 0 givesRS-compatible training). In

practice, the inner maximization in E(O)is approximated
with a multi-step rst-order attack (e.g2GD/APGD), using

where ; denotes th&SANI randomness used for feature
a fresh forward-pass draw of U at each attack step.

injection at block i (this is the in Eqg. (2)).
Lemma 3.5 SANI fusion forms a sub-convex nonnegative
mixture). LetA(u; ) be theSANI fused perturbation in

Eq. (20) with rec; nor O (EQ. (29)) a”ij = _ree T The experimental setup—datasets, implementation details,
nor + for >0 . Deneweightswiee = rec= and  gnq paseline descriptions—is provided in Appendix A.7.

4. Experimental Results
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Table 2. Certi ed accuracy (%) dflySCANand state-of-the-art  jzes peyond natural images, showing the same certi ed-

defenses oNIH-CXR (Wang et al., 2017}3AM10000(Tschandl i
et al., 2018), an€elebA (Liu et al., 2015). All approaches are robustness trend oNIH-CXR (Wang et al., 2017)

assessed under three noise levels. Bold indicates the best resul@Nd HAM10000 (Tschandl et al., 2018) across 2
[ NICXR | HAM10000 | CelebA f0:25;0:50;150g in Table 2. At(r;) = (1:0;1:0) ,
Approaches | | sredust | vadust | “pradus: HySCANachieves 42.9% / 39.5% certi ed accuracy on
| 00 050 1.0/ 00 050 10/ 00 050 10  NIH-CXR /HAM1000Q improving overARS(Lyu et al.,
0.25[77.4 435 15794.6 532 10.592.8 457 0 2024) by +8:8 / +4:9 percentage points and over the
RS (Coh I, 2019 0.50| 73. 9 21 . 2.1 12.287.7 47.8 10. : H . . H
(Conenetal. 2019) 1090/ 79.3 995 2189893 521 23877 78 02 prior HyCASbaseline by+1:5 / +1:0 percentage points.
025|791 584 3258967 574 314952 533 274 At smaller radii, HyYSCANmaintains high certi ed accu-
3 913 539 304  racy (e.g., 81.2%-96.9% dMlH-CXR andHAM10000at

31.
ARS (Lyu et al., 2024) 0.50(74.9 54.7 33.391.9 55.1 323
101699 529 341869 574 316853 592 316 - ():25), indicating that its gains in certi ed robustness do
0.25(81.6 619 38.697.2 60.5 35.496.8 58.1 33.7
36.
38.
37
37.
39.

HyCAS (Dhar etal., 20268) " | - L'« 202 04 ase927 mos aag NOtrequire large clean-accuracy degradation. These results

1.0 |71.7 60.6 41.488.2 61.9 877 623 369  are consistent with structure-aware internal stochasticity: in-
0.25(81.2 63.1 39396.9 624 372965 597 349  gtead of injecting indiscriminate noisBRWANand SANI

HySCAN (O . . X . . . . A . . . . )
YSCAN (Ours) 0501761 59.6 429928 012 374925 897 %1 concentrate attention-noise-induced stochasticity around

1.0 |71.4 611 42987.7 63.3 87.4 639 38.4 X X
salient weight- and feature-space responses.

4.1. Certi ed Adversarial Robustness

Natural vision benchmarks. Tables 1-2 summarize
certi ed accuracy on three natural-image benchmarks—
ImageNet (Deng et al., 2009)CIFAR-10 (Krizhevsky,
2009), andCelebA (Liu et al., 2015)—across the evalu-
ated noise—radius paifsr) , and compare against prior
randomized-smoothing defensddySCAN achieves the
highest certi ed accuracy across the evaluated nonzero certi-
ed radii, establishing a new state of the art in certi ed
robustness, while maintaining clean accuracy at 0
comparable to the leading baseline. mgeNet and

CIFAR-10 , HySCANimproves over the leading prior Figure 5. Empirical robustness (%) unde®T-PGDand adaptive
ARS(Lyu et al y2024) bazeline bv UD t®:6 erce%tg e attacks (e.g. BPDAandEOTBPDA(Athalye et al., 2018; Trasr
y . yupte:o p 9€ etal., 2020)) on NIH-CXR and CIFAR-10 benchmarks.

points forr > 0, and improves the nonzero-radius certi ed
entries over the priodyCAS(Dhar et al., 2026a) baseline gffect of the smoothing noise level . As expected for
by up to 1:9 percentage points. randomized smoothing, increasingtraces out an accu-
In the low-noise, high-radius reginfer) = (0:25; 2:0) , racy—robustness frontier (Table 1). FéySCAN raising
HySCANachieves higher certi ed accuracy thatyCAS from 0.25 to 0.50 yields clear gains at larger radii with mini-
on bothimageNet andCIFAR-10 . With larger smooth- mal changes at intermediate radii. ®mageNet , the certi-
ing noise( = 0:50) , HYSCANremains robust, achiev- ed accuracy ar=1:0 stays at 42.3%, whereas performance
ing 42.3% and 38.3% certied accuracy at= 1:0, atr=2:0 climbs from 7.15% to 26.2%. OGIFAR-10 , ac-
and 26.2% and 13.9% at= 2:0, on ImageNet and curacy ar=0:75 changes only slightly (45.5% 45.8%),
CIFAR-10 , respectively. OrCelebA , HySCANreaches while atr=2:0 it improves from 9.94% to 13.9%. These
59.7-63.9% at = 0:5 and 34.9-38.4% at= 1:0 across results highlight a tunable certi ed frontier in whichgov-

2 f0:25;0:50;1:0g. Overall, these results show that €rns the robustness—accuracy trade-&ifyANand SANI
HySCARs gains are stable across datasets and noise—raditi@gether help to shift this frontier upward.
pairs, rather than being con ned to a single benchmark
or operating point, suggesting that the hybrid space-awaré.2. Empirical Adversarial Robustness
stochasticity induced bRWANINdSANI strengthens the
HySCANintegrated smoothed classi er without requiring a
large clean accuracy sacri ce.

Tables 3-4 report; robust accuracy againstPGD-20
(Croce & Hein, 2020) and AutoAttackA@-20) (Croce
& Hein, 2020) at 2 8;16g=255. Across four medi-
Medical vision benchmarks. HySCANalso general- cal imaging benchmarksNCT-CRC-HE-100K (Kather
e — . et al.), NIH-CXR (Wang et al., 2017)EyePACS (Eye-
HySCANdenotes our proposed randomized-defense stochastlpACS' 2015), andHAM10000 (Tschandl et al., 2018)—

base architecture throughout. For certi ed defense, we evaluat f . .
it using theRS-style smoothed classi er in Eq2), which gives FlySCANattains 55.2-90.7% robust accuracy while main-

the certi ed guarantees; for empirical defense, we train/evaluate itaining 75.1-91.5% clean accuracy. Relative to the strongest
with the adversarial-training objective in Eq. (30). baseline (oftelCTRWMa et al., 2023))HySCANmMproves
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Table 3. Empirical robustness (accuracy, %) againsadversarial attackAPGD-20 (Croce & Hein, 2020) andA-20 (Croce &

Hein, 2020)) orNCT-CRC-HE-100K (Kather et al.)

(left) andNIH-CXR (Wang et al., 2017)

(right) at perturbation

strength 2 f8=255; 16=255¢g. Values in parentheses () indicate standard deviations.

NCT-CRC-HE-100K NIH-CXR

Method Clean | APGD-20 [ AA=20 Clean | APGD-20 [ AA—20
[ 8=255 16=255 ‘ 8=255 16=255 [ 8=255 16=255 ‘ 8=255 16=255
DRS (Xia et al., 2024) | 85:9(225 | 75:1(261) 65:2(382) | 73:5(321) 63:7(94) | 83:9(233) | 73:l(24n | 62:9(@23) | 71:6@12) | 61:9(381)
ARS (Lyu et al., 2024) | 86:8(214) | 75:9@71) 66:1(352) | 74:6@11) 645373 | 84:8(222) | 75101 | 647@28 | 72:8@11) | 62:8@372)
AT (Madry et al., 2018) | 92:282) | 77:8(251) 68:7(312) | 76:3 (289 66:2(61) | 89:1(u91) | 74:7(252) | 66:9(341) | 742299 | 64:1(370)
DCS (Ma et al., 2025) | 90:3(1:93) | 84:5@72)  73:0(@325) | 833274) T1:6@46) | 87:2(205 | 824241 | TL7@21) | 8L7(272) | 69:6(345)
CTRW (Maetal., 2023) | 90:4(162) | 87:6(2:29) 76:7(312) | 86:7 (2:49) 75:2(322) | 88:4w73) | 85:l(223) | 73:1(322) | 845248 | 72:6(341)
RPF (Dong & Xu,2023) | 9L:l(u71) | 86:1(233)  73:9(333) | 84:2(262) 72:4341) | 88:4(182) | 83:7(49) | 71:9@20) | 825271 | 70:8@352)
HyCAS (Dhar etal., 2026a)| 91:3(263) | 90:4 (282  79:3(352) | 88:2(263  76:7(334) | 89:5(164) | 88:6(233) | 77:3(314) | 86:9(242) | 74:4(333)
HySCAN (Ours) | 91:5(225) | 90:7 (1:69) 80:2(261) | 89:5(1:29) 77:3(298) | 90:1(o87) | 88:9(7s) | 78:1(282) | 87:3(198) | 75:1(2:59)

Table 4. Empirical robustness (accuracy, %) againsadversarial attack APGD-20 andAA-20 ) onEyePACS (EyePACS, 2015)
(left) and HAM10000 (Tschandl et al., 2018) (right) at 2 f8=255; 16=2559. () denotes the standard deviations.

‘ EyePACS HAM10000

Method Clean | APGD-20 [ AA=20 Clean | APGD-20 [ AA—20

[ 8=255 16=255 ‘ 8=255 16=255 [ 8=255 16=255 ‘ 8=255 16=255
DRS (Xia et al., 2024) | 71:9386) | 58:3(261)  47:4@71) | 565292 457394 | 68:9(328) | 53:4(384) | 432343 | 51:6(a12) | 41:8(381)
ARS (Lyu et al., 2024) | 72:9@397) | 59991 48861 | 57694 465373 | 69:8@22) | 53:9(88) | 44:1(313) | 52:7@10) | 42:8@71)
AT (Madry etal., 2018) | 78:2(291) | 60:0(272) 50:1(352) | 58:3(283)  48:2(361) | 752294 | 56:1(394) | 46:5@75) | 54:2(393) | 44:2(3:80)
DCS (Ma et al., 2025) | 76:4(204) | 66:8(253) 55:2(368) | 65:3(374) 53:6(346) | 73:2(294) | 62:9(348) | 517309 | 61:4@72) | 49:5345)
CTRW (Maetal., 2023) | 76:4(284 | 70:1(253) 57:7(335) | 69:7(264) 56:1(331) | 74:3(275) | 64:7(333) | 52:8(3832) | 63:3(3u48) | 51:2(352)
RPF (Dong & Xu,2023) | 77:1(290) | 67:8(2s7) 56:1(312) | 66:4(273) 54:4(344) | 74:3(286) | 64:1(341) | 51:9@342) | 62:6@371) | 50:4(358)
HyCAS (Dhar etal., 2026a)| 77:6(279) | 72:6(272)  60:5(343) | 71:8(2:82) 58:3(332) | 74:6(274) | 67:8(343) | 55:3(314) | 65:8(342) | 53:1(333)
HySCAN (Ours) | 78:3(wo2) | 73:9(ws) 62:2(291) | 73:1(2:25) 60:5(2:83) | 75:1(1:84) | 68:3(275 | 57:2(286) | 66:9(317) | 55:2(2:62)

robust accuracy by approximatet2:1 to +5:0 percentage
points across both attacks and bothudgets; compared to
DCS(Ma et al., 2025), gains reach up+@:8 points (e.qg.,
EyePACSunderAA-20 at = 8=255). These results are
consistent wittHySCANS joint stochasticity, which couples

= 0:08, HySCANretains an 9 point advantage over
the closest competitor. CBIFAR-100 , HySCANremains
consistently above prior defenses as the numbdr@b
steps increases, preserving & point margin at 100 steps.
This behavior is consistent witdySCANs design princi-

hybrid space-awarBWANweight-space randomness) with ple: stochasticity is resampled and distributed across both
SANI (feature-space randomness), yielding stronger empiweights and representations, forcing extended optimization

ical robustness without a large clean-accuracy sacri ce.

Fig. 4 further evaluateslySCANagainst recent diffusion-
based defenses (e.d=reqPure (Pei et al., 2025) and

AGDM(Lin et al., 2025)).

ImageNet benchmarksHySCANachieves higher adver-
sarial robustness under the evaluatgdattacks, includ-
ing PGD(Madry et al., 2018)AA (Croce & Hein, 2020),

AcrossCIFAR-10 and

EOT-PGD andEOT-BPDA(Athalye et al., 2018; Traer

et al., 2020).

This gain is consistent wittySCANs
attention-noise-induced smoothir@WANhduces weight-

to contend with a moving, structured randomness landscape
rather than a single localized noise source. Further details
of Fig. 3, additional experimental results, ablation studies,
and an extended discussion with asymptotic analysis can
be found in Appendices A.10, A.11, and A.12, respectively.

5. Conclusion

We proposéHySCAN a hybrid randomized adversarial de-
fense framework that injects internal randomness at two
complementary levels: implicit weight-space perturbations

space stochasticity, whilSANI induces feature-space and explicit feature-space noise smoothing. By jointly lever-
stochasticity, exposing the adversary to jointly resampledding these mechanisnsySCANbridges certi ed’, guar-

randomness across both spaces. Fig. 5 con rms this b@&ntees with strong empirical robustness, yielding improved
havior under adaptive stochastic attacks, whéySCAN

remains ahead und&OT-PGD BPDA (Athalye et al.,
2018; Traner et al., 2020), anBEOT-BPDAattacks on both

NIH-CXR and CIFAR-10 datasets.

Fig. 3 further strengthen robustness under stroffed

(Madry et al., 2018) con gurations. O@IFAR-10 , at

robustness without compromising performance on clean
data. Experiments across heterogeneous imaging datasets
show state-of-the-art certi ed accuracy and strong empir-
ical robustness against powerfyl attacks. Future work
includes developing tightér  certi cates, designing more

ef cient certi cation samplers, and integratingySCAN

into multi-modal pipelines.
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A. Appendix
A.l. Extended Related Study: Randomized Certi ed and Empirical Defenses

Certi ed defenses via randomized smoothing. Ran- Table 5. Scope of representative certi ed, empirical, and hybrid
domized smoothingRS) constructs a smoothed classi er defences. AX indicates that the property is explicitly addressed, or
g by predicting the most likely label under isotropic Gaus-the domain is reported, in the original paper.

sian perturbations of the input+" with" N(0;  21),

X N A i Method Certied Empirical Naturalimages Medical images

and then certi es anj radius by Iower.—boundmg the  Rs (Cohenetal, 2019 X X
top-class probability and upper-bounding the strongeslg?é %(yi: :tt:l'gggj)) XX XX
competitor (Xia et al., 2024). The resulting certi cate is |rs (Ugare et al., 2023) X X
derived via a Neyman—Pearson style argument and yieldseam2perturb (Jedi et al., 2020) X X
a radius that grows with and with the probability gap  Eap anq ci 2. b3 28 2 :
between the top and runner-up classes (e.g., (Cohen et aRfF (Dong & Xu, 2023) X X
2019)).RSremains one of the most scalable certi cation ClRw (et 2029 . .

) HySCAN (Ours) X X X X

approaches because it is architecture-agnostic and can be
applied to modern deep vision models with Monte-Carlo estimation at test time (Cohen et al., 2019; Xia et al., 2024).

Figure 6. Methodological comparison betweldgCAS (Dhar et al., 2026a) and olitySCAN (a) HyCASis a Lipschitz-controlled
multi-stream architecture composedrIDPAN SNCAN andRPFAN followed by RANI; in this design, weight-space stochasticity

arises mainly fronRPFAN while feature-space stochasticity is injected separatelRRANl. (b) HySCANnstead introduces a hybrid
cross-space-coupled stochastic block inside the backbone, RN&fdhppliesSANI aware attention-conditioned, input-dependent
heteroscedastic perturbations in weight space 34l injects attention-modulated perturbations in feature space. Crucially, the
same attention-noise learner is used in two complementary roles—peR&yaigating and per-bloclSANI feature injection—so
weight-space and feature-space stochasticity are explicitly shared and coordinated rather than added independently. This block-level
coupling is the core methodological distinction between HySCAN and HyCAS.

Training-time strengthening of smoothing. SinceRSguarantees ultimately depend on how stable the base classi er is
under Gaussian corruption, a line of work focuses on objectives that directly align training with the smoothing distribution.
(Salman et al., 2019) propose adversarially training the smoothed model by coupling Gaussian noise with worst-case
perturbations during training, improving certi ed robustness at a given noise level. In a complementary direction, (Jeong &
Shin, 2020) improve smoothed certi cation by encouraging prediction consistency across multiple noisy views of the same
input, explicitly regularizing the base classi er toward noise-invariant decision boundaries.

Tighter certi cates beyond input-only smoothing. RecenRSvariants attempt to reduce conservativeness or improve

the practicality of certi cation. Dual randomized smoothing (Xia et al., 2024) addresses the curse of dimensionality by con-
structing certi cates through smoothing in lower-dimensional representations (e.g., via structured down-sampling/splitting)
and combining the resulting guarantees. Incremental randomized smoothing (Ugare et al., 2023) amortizes certi cation by
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reusing information from a previously certi ed model to certify a modi ed model (e.g., after pruning/quantization) with
fewer additional samples, improving certi cation ef ciency. Adaptive randomized smoothing (Lyu et al., 2024) extends the
smoothing/DP view to adaptive multi-step randomized defenses and provides certi cates agalimtnded perturbations

for composed mechanisms, broadening the class of certi able randomized pipelines beyond one-shot input corruption.

Empirical defenses with learned stochasticity or domain priors. On the empirical side, adversarial training (Dhar

et al., 2026b) remains a dominant baseline: it directly optimizes worst-case loss yndéacks (typicallyPGD and

can yield strong observed robustness but does not provide formal certi cates (Madry et al., 2018; Dhar et al., 2025). A
complementary family of defenses injects trainable stochasticity inside the network. Parametric Noise Injddtipn (

(He et al., 2019) learns layer-wise noise magnitudes jointly with model parameters (often within a min—max training
loop), using learned randomness as regularization against adversarial perturbations. Learn2Perturb (Jeddi et al., 2020)
similarly learns feature-space perturbation modules that act as trainable stochastic augmentation across layers. Architectural
randomization has also been explored through sampling weights from learned distributions during training and inference
(CTRW(Ma et al., 2023)) or freezing part of early convolutions as random projection RP$((Dong & Xu, 2023)).

Finally, domain-informed defenses such as contour attention presefuiig (Xiang et al., 2023) harden medical-image

classi ers by reinforcing clinically meaningful boundary cues.

HyCASversusHySCAN HyCAS(Dhar et al., 20264a) is the recent prior hybrid randomized defense, but its stochastic
design and control mechanism differ fradySCAN HyCAScombines Lipschitz-controlled hybrid streams with separately
controlled Iter- and feature-space stochastic components. In conttgSICANuses a shared attention-noise learner: the
sameSANI-derived attention-noise response g&&8AN input-conditioned weight-space stochasticity and also drives
block-level feature-space stochasticity (see Fig. 6). TRy§CANcouples both stochastic spaces inside a single randomized
base predictor, rather than combining separately controlled stochastic modules.

HySCANaddresses this persistent gap, which remains between (i) certi ed robustness that is typically strongest/easiest to
obtain in”, via smoothing, and (ii) empirical robustness evaluated against strorajtacks (e.g.PGD APGD AutoAttack;

(Madry et al., 2018; Croce & Hein, 2020)lySCANtargets this mismatch by injecting fresh, resampled stochasticity inside

the convolutional pipeline at both parameter and representation I&IAKNdSANI), while retaining a randomized-
smoothing style certi cate that marginalizes over all randomness. This design differs from input-only smoothing and from
single-location stochastic defenses by using attention-modulated, multi-level randomization to jointly improve certi ed
guarantees and empirical robustness under modern evaluations. It is hereby noted that we compare the properties for
novel adversarial defense approach for enhancing adversarial robustness against existing baselines, demonstrating how
HySCAN uniquely overcomes each identi ed research gap (see Table 5).

A.2. Extended Theoretical Analysis

Theorem A.1 (Empirical’; robust-risk bound foHySCAN. Fix a labeled exampléx;y) and an™; budget ; . Let
U,f ,and the supervised losde as de ned in Eq(2) and Eq.(30), and lety (z; U) denote the hard prediction of the
randomized base predictor. Assume that " is nonnegative and satis es the loss-dominance condition

1fp (z:U) 6= yg (f (Z;‘U);y)

for some - >0 and all(z; U); for the standard cross-entropy instantiation, one may take log 2. De ne the stochastic
supervised risk

Ly D=E o[(f (x+;U)y);
its worst-case; adversarial counterpart
Lig/\{l = sup  Lxy();
2B 1 (1)

and the local 1 sensitivity
Gi1 (x;y)= sup  kr Lyxy()kaq:

2B 1 (1)
If Ly, is differentiable on B ( 1 ), then ( )
L adv . :
sup Pyl (x+ ;U)6=y] min 1; %2 min 1, Ly @+ 1 Ga (6Y)
2B 1 (1) ’ ’
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Proof. Fix a labeled examplé;y) and an arbitrary perturbatior?2 B ; ( 1 ). Throughout the proof, the probability and
expectation are taken over the internal randomness U of the randomized base predictor.

Step 1: from loss dominance to stochastic error probability. By the assumed loss-dominance condition, for every input
z and every realization of the internal randomness U,

iy (z;U) 6=yg

Applying this conditionto z = x + gives

(f (z;U);y):

10 (x+ :U)6=yg (f (X+‘;U);y) :

Taking expectation over U on both sides yields
Eu [1f¢ (x+ ;U) 6=yg]

The expectation of an indicator equals the probability of its event. Therefore,
Lx;y ( ) .

Eu LT (x+ Uy

Puly (x+;U)6=Yy]

Step 2: take the worst case over the; ball. Since the preceding inequality holds for eve®/B ; ( 1 ), taking the
supremum over the same perturbation set gives

su L.
sup Py [y (x+ ;U)6=Yy] P2s 1 (1) ny():
2B 1 (1) :

By the de nition of Lig,‘{l , this becomes

L adv
sup Pyy (x+ ;U)6=y] Xyl
2B 1 (1) ’

Because the left-hand side is a probability, it is also bounded by one, Hence,

Ladv,
sup Py[¢ (x+ ;U)6=y] min 1; XY
2B 1 (1) X

Step 3: control the adversarial supervised risk by local sensitivity. It remains to upper-bouh@fi}{1 . Fix any

2 B ; (1) and consider the line segmentfor t 2 [0; 1]. SinceB; ( 1 ) is convex, we have 2B ; ( 1 ) for every
t 2 [0; 1]. By differentiability of L., on this ball and the fundamental theorem of calculus applied along the line segment
fromOto , z,

Ly () L xy(0)= i hr Ly (t); idt:

Using Holder's inequality with the dual pair ¢} "1 ),
hr Lyy (t); i kr Ly (t)k ;kky :
Since 2B; (1), kk; 1 . Moreover, becauset 2 B ( 1 ), the de nition of G; (x;Yy) gives
ki Lyy(t)k, G 1(xy) forallt2][0;1]:

Combining these inequalities,
z 1

Lxy () L xy(0) 1 G1 (xy)dt= 1 G1 (X;y):
0
Thus, forevery 2B; (1),
Lxy() L xy(©@)+ 1 G1 (Xy):
Taking the supremum over 2 B ( 1 ) yields

L§§V;1 = sup Lyy() L xy(©O)+ 1 G1 (xy):
2B 1 (1)
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Step 4: combine the two bounds. Substituting the sensitivity bound_(iﬁ\,‘;’1 into the probability bound from Step 2

gives ( )
adv ) + :
sup Pu[$ (x+;U)6=y] mn 1,221 min 1 Ly @* 1 G (xY)
2B 1 (1) X ’
This proves the theorem. O

For the standard cross-entropy losg: (f  (z;U);y) = logp y(z;U), wherepy(z; U) is the softmax probability assigned
to the true class. I§ (z;U) 6= y then some clask 6= yhaspc(z;U) p y(z;U), which impliespy(z;U) 1=2.
Therefore,

ce(f (z;U);y)= logp y(z;U) log2;
and hence

1f¢ (z;U) 6=yg W:

Thus, for cross-entropy, the loss-dominance condition holds withlog 2.

A.3. Proofs for Certi ed Guarantees and Attack-Based Bounds
A.3.1. A GAUSSIAN SHIFT LEMMA ON PRODUCT SPACES

We rst state an auxiliary lemma that formalizes how probabilities of measurable events change when the input to a Gaussian-
smoothed classi er is shifted by a perturbationCrucially, we state it on a product space to explicitty accommodate
internal randomness (e.g., (!; )) that is resampled independently of the Gaussian noise.

Lemma A.2 (Gaussian shift bound on a product space). be® and 2R 9. Let be any probability measure on an
auxiliary space (e.g., the space of internal randomness). De ne two distributions bn R

P=N( 2) ; Q=N(x+; 21)

Then for any measurable set A R, writing p = P (A), we have

Q(A) L) Kz (31)

and also
Q(A) Lp)+ Kz (32)

Proof. We prove the lower boun(B1); the upper bound32) follows by applying the same argumentAS and using
symmetry of the Gaussian CDF.

Step 1: reduce to a hypothesis testing extremal problem. Consider binary hypothesis testing between
Ho: (Z;U) P; H 10 (ZU) Q

whereZ 2 R is the Gaussian variable atbl 2 is the auxiliary random variable with distribution A test is any
measurable function': R 10; 1g. Interpreting ' = 1 as “reject H o”, the Type-1 error and power are

(O=P(=1;  ()=QC=1)

Fix a target acceptance probability unéernamelyP (A) = p . If we set the acceptance region to Aeand the rejection
regionto beA®, then (D) =PA =1 p and (D)=Q(A ©°) =1 Q(A) . Thus, minimizingQ(A) among set& with
P (A) = p is equivalent to maximizing Q(A) among tests with xed P(X) =1 p.

Step 2: compute the likelihood ratio and observe it ignored). SinceP andQ share the samefactor, their Radon—
Nikodym derivative depends only on Z:

dQ, . dN(x+; 2), . h;z xi kk3
ap % dNGe 2y D) =exp 2 22

Hence, the likelihood ratio is a monotone function of the one-dimensional projection h ;z xi and does not depend on u.

u) =
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Step 3: apply Neyman—Pearson to identify the extremal event. By the Neyman—Pearson lemma, the most powerful
level- testrejectdd on a super-level set of the likelihood ratio. Equivalently, the rejection region that maxi@{zefct)
subject to P (reject) = is a halfspace in the direction of :

n o}
AS= (zzu)y:h;z xit for some threshold t 2 R:

BecausedJ cancels from the likelihood ratio, the optimal region does not need to depemdTdrerefore, among al with
P(A)=p(i.e.,, P(A®) =1 p), the set minimizing Q(A) is achieved (in the extremal sense) by such a halfspace.

Step 4: computeQ(A») for the halfspace. Letv = =k k , when 6= 0(the =0 case is trivial). De ne the scalar
random variable under P:
T =hv;z xi

Under P, N(O; 2);underQ,T N(kk »; 2). Choose the halfspace so that PA= p, i.e.,
A, =f(z;u) : hv;z xi b (p)a:

Then under Q, h i

QA =P T L) T Nkk 2 2 = 1) e

SinceA-» minimizesQ(A) among all measurabk with P (A) = p , every suchA must satisfyQ(A) Q(A -), proving
(312).

Step 5: derive the upper bound. Apply (31) to A:

QA% PPAY) o= tap 2
Thus,
QA =1 QA °) 1 B R ORI
where the last equality uses! (1 p) = L (p)and 1 (a) = (a). This proves (32). O

A.3.2. PROOF OF THEOREM 3.1 (RANDOMIZED SMOOTHING CERTIFICATE)

Proof of Theorem 3.1. In the following stages, we delve into details of proofs regarding randomized smoothing certi cate.

Step 1: rewrite class probabilities as probabilities of measurable events. Let the internal randomness spacesine
writeU = (!; ) for its distribution. LetZ = x+" with" N(0; ?I). Foreachclass 2 Y de ne the measurable
set

Ac=fz;uy 2R ¢ :f (z;u)=cg:

Then, by de nition,
peX)=Pwy f x+mU)=c =Pgzunx 2y (ZU)2A. =P(A.),

where P = N(x; 2I)
Now take any perturbation 2R DeneQ=N(x+; 2I) .Then

Ppex+)=P =~y f (x+ +"U)=c =Q(A):

Step 2: lower bound the shifted top-class probability. Leta = argmaxcpe(X), pa = Pc, (X) . Apply Lemma A.2 to
the set A, withp=P(A¢,) =pa. We obtain

Po, X+ )=QA ) L(pa) 2 (33)
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Step 3: upper bound every shifted non-top class probability. Fix ang 6= &. Apply the upper bound in Lemma A.2 to
Acwithp=P(A¢) = pc(X):

pe(x+ )= QA o) L (pe(x) + 2 (34)

By de nition pg = MaX ¢e=q, Pc(X), SOPc(X) p g forallc 6=g. Since ! () and () are monotone increasin(R4)
implies

kk. forallc 6= g: (35)

Pe(x+ ) ' (pe)+

Step 4: enforce strict dominance at the perturbed point. If k k; <r »(X) where ry(x) is de ned in Eq. (4), then

1
“r< s Tpa)  t(pe)

Rearranging gives

Ypa) 2> T (pg)+ K

Applying the monotonicity of yields

Y(pa) 2>t (pe)+ K2
Combining with (33) and (35) gives
Pe, X+ )>p (x+) forallc6=ca:
Therefore g remains the unique maximizer of(@ + ), and thus
F (x+)=c a:
This proves the invariance for all with k k< r 2(x).

Boundary casek k, =1 »(x). Atk k, =r1»(X) the above inequalities become non-strict when using only the bounds.
In practice one may state the guarantee for the open ball, or assume a xed deterministic tie-breaking rule. The standard
randomized-smoothing literature typically states robustness fark k,(x); this is the core certi ed guarantee. O

A.3.3. PROOF OF PROPOSITION 3.2 (DIRECTIONAL GRADIENT DISPERSION UNDER JOINT RANDOMNESS)

Proof. Fix inputx and 2 B ; ("1 ). Throughout, the only randomnessHgSCAN's internal test-time randomness

u=() (cf. Eq. (2) and Alg. 3), which is resampled on each stochastic forward pass; the gagdignts obtained

by backpropagating through that same realized forward pass. (Resampling the defense randomness across attack iterations
is standard for evaluating stochastic defenses under white-box adversarial attacks; see, e.g., (Athalye et al., 2018; Tram

et al., 2020).) This can be proved using the following properties.

Step 0 ( nite variance is well-de ned). By assumption,() 6= 0, hence the normalized mean directi¢n =
()=k ()k  is well-de ned and deterministic (it depends omnly through the expectation ovek). Sincekf )k >, =1
and 2, () =hg u(); §)i, the Cauchy—Schwarz inequality (Garling, 2005) gives

Zu()i =ihg u(): V)i kg u(Okz2kT)k 2 = kGu (k2 (36)

ThereforeZy () 2 kg u()k 3 almost surely, an&y[Zy() ?] E ukgu()k3 <1 . Consequentlyary(Zy()) <1
and the Cantelli's concentration inequality (Boucheron et al., 2003) in Step 2 applies.

Step 1 (mean alignment equals k ( )kz). Because %) is deterministic, linearity of expectation yields

EulZuO)=E v hg(); )i =hEu[0uO)); T)i=h();1)i=k()k 2! 37)

For compactness, de ne m := k ( )k, > 0.
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Step 2 (Cantelli's inequality (Boucheron et al., 2003)). LeX :=Z y() m . ThenE[X] =0 andVar(X) =Var(Z y()) .
The misalignment event can be rewritten as

fZy() 0g=fZ y() m mg=fX mg=fX mg: (38)

We boundP( X m) using Cantelli's inequality (a standard one-sided Chebyshev bound; see, e.g., (Boucheron et al.,
2003)).

Claim (Cantelli / one-sided Chebyshev; (Boucheron et al., 2003)) i§ any random variable witk[Y] = 0 and

Var(Y)=v <1, thenforallt>0,
v

v+t2’

P(Y ) (39)

Proof of the claim. Fix >0 . Onthe eventyY tg wehave(Y +) 2 (t+) 2, hence by Markov's inequality (see,
e.g., (Boucheron et al., 2003)),

E(Y+)2  E[Y?+ 2 v+ 2

— 2 2 .
P(Y t)_P (Y+) (t+) (t+)2 - (t+)2 _(t+)2’

(40)

where we used[Y ] = 0 to remove the cross term E[(Y + ) 2]. Minimizing the right-hand side over> 0 yields
? = v=t, and substituting * gives P(Y t) v=(v+t 2), proving (39).

Apply (39)to Y := X (note E[ X] = 0 and Var( X) = Var(X)) with t = m. Using (38),

PU Zu() 0 :P(X m)

Var( X) - Var(Z u ( )) . (41)
Var(X)+m 2 Var(Zy())+k()k 3’

which is exactly (9).

Step 3 (variance decomposition acrosRWAN/SANIrandomness). WriteU = (!; ) and abbreviat&€ :=Z,. ().
By the tower property (law of total expectation) and the identdy(Z) = E[Z 2] (E[Z]) 2 (see, e.g., (Boucheron et al.,
2003)),

Var, (2)=E, [2% E; [21°=E, E [2?]] E E [Z]!]

h i
=E, E[z2j] EZj1 *+E[Zj1 % EEI[Z|1

| fz- }

Var (Zj")
=E, Var (Zj) + E E[Zj1 ® E E[Z]"]
I {z }
Var, E [Z]]

h i

=E, Var Z;. ()j! +Var, E Z. ()j! ; (42)

which is(10). Both terms are non-negative by de nition of variance, matching the interpretatio8 &Nk ( ) contributes
through the conditional-variance term aREVAN! ) contributes through variability of the conditional mean actoss [

A.4. Proofs of Module-wise Properties
A.4.1. PROOF OF LEMMA 3.3 RWAN GATE BOUNDS WEIGHT-PERTURBATION MAGNITUDE

Proof of Lemma 3.3Let = ﬁfte 2 RS denote the pooled response in Etg), and letm = max ¢ j[c]j . Then for each
channel c,
[c]

m+b:

g (x})[c] =

Since j[c]j mandb > 0, we have

jo DIl o L,
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and therefore Kgx!)k; 1.

Now letG! be the broadcasted versionghfto the kernel shapk| K | C | Cj‘ , so that each coef cient associated
with input-channel ¢ is multiplied byji ¢c]. By the previous bound, j}CE li 1 elementwise. Hence,

N | X |
ki Gikk= I?a6lim? Mm% =k K

r r

which impliesk! G {ke k [ke.Using W |

G |) from Eq. (15), we obtain

KW ke G ke Kk jke;

which is Eq. (17). O

A.4.2. PROOF OF PROPOSITION 3.4 RWAN INDUCES INPUT-CONDITIONED (HETEROSCEDASTIC) GAUSSIAN WEIGHT
PERTURBATIONS

Proof of Proposition 3.4 From Eq.(15), conditioned on} , the gateg' (x| ) and its broadcasted tens@} (x| ) are deter-
ministic. Moreover,

wi=W wi= || 6jx):

Since J' N(0; 21) has independent Gaussian entries, multiplying each entry by a deterministic scalar produces a
Gaussian random variable with scaled variance. Thus each coef ciei qf is Gaussian with mea®, and for any
coef cient whose input-channel index is c, the corresponding broadcast multipli}a(miiﬁ)g:], giving
iT1iwl = ( 1Y2 2 oyl 2,

Var W {1ix; =( )" & g &)l
which is Eq. (18).
For the conditional second moment,

EKW 'KZjx] =( [)’Ek| G |(x])KE jx]

Expanding the Frobenius norm and using Ef() 2] = 3,

S _ X .
Ek] GiKix =  GIM?E([M? = & (GIN?= 3kGjkE:
r r

This yields the identity in Eq(19). Finally, since Lemma 3.3 impligS! [r]j 1 elementwise and the kernel hi$? C/ €|
coef cients, we have k&kZ K [2C| CJ-‘ , proving the bound. O

A.4.3. PROOF OF LEMMA 3.5 SANI FUSION FORMS A SUB-CONVEX NONNEGATIVE MIXTURE

Proof of Lemma 3.5By EQ. (29), ec = SoftPlus( p) 0 and o = SoftPlus( ) O . Since > 0, the

normalization constant= ¢ + nor + IS strictly positive. Therefor@ec = ec= 0 andwpeg = nor= 0 .
Moreover,
+
rec nor
Wige +Wpor = ———— =1  — 1:
rec + nor +
Finally, substituting W; Wnor into Eq. (20) yields A(u; ) =W ec "¢ +wpor " as claimed. O

A.4.4. PROOF OF PROPOSITION 3.6 (SANI FUSION IS SCALE-CONTROLLED UNDER ANY CONVEX NORM)

Proof of Proposition 3.6.Using Lemma 3.5, we can writ&(U; ) = W rec "¢ + Wpnor " with Wyec;Wnor 0 and
Wrec + Whor 1. For any convex norm k Kk, positive homogeneity and the triangle inequality imply

KA(U; )K=Kw (e CH+Wnor "k W ek Ck+wWpork MTk:
Since both weights are nonnegative,
Wreck "™k+Wpnork "k (W rec +Whor)maxfk  "®Ck;k ""kg maxtk  "°k;k "Tkg;

which proves Eq. (28). O
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A.5. Recursive Randomized Attention Noise

RecRAN:is designed to produce progressive stochastic smoothing: by applying multiple rounds of attention-modulated
perturbations with freshly resampled noise, it yields a sequence of stochastic modulations that progressively re nes the
representation. This recursion presents a continually shifting optimization landscape, making gradient estimation more
dif cult for adversarial attackers, while attention gating helps preserve salient structure.

Deterministic attentions. Given an input feature map2 R"W ¢ RecRANcomputes two deterministic attentions in
parallel: (i) a local attention to learn local attention map by capturing salient spatial cues and (ii) a channel attention to learn
channel attention map by capturing global channel contexts:

1 =HCon 11 (U)); ¢ =}mM(GAP(u) + GMP(u))); (43)

whereCon;; denotesd 1 convolutionm() is anMLP, GAPandGMPare global average/max pooling over spatial
dimensions, respectively, and }( ) is sigmoid. We broadcas® [0; 1]° across spatial dimensions as needed.

Progressive noise re nement and recursive modulation. RecRANinjects stochasticity by sampling fresh noises at each
recursion step=1;:::;T (we usel =5). Let ,(t) and Q) denote the sampled noises (shaped compatibly witnd

c),and let |; . belearnable scale tensors. We re ne the noise using a self-modulation loop to realize heteroscedastic,
data-independent stochasticity with learnable amplitude control. This re nement allows the model to learn which channels

(or spatial locations) bene t from stronger randomness versus near-deterministic behavior. Formally,
g):p = l(;) qt c(]0 q q2fl;cg: (44)
We then form clipped stochastic attentions

-0 = g+ e (v) = minfl; maxfo; vgg; (45)
and recursively modulate the representation by multiplying the stochastic attentions across steps:

Y h i

u'ee =y R U (46)

t=1
This recursion yields progressive stochastic smoothing with attention-controlled preservation of salient cues.
Lemma A.3 (RecRANis sign-preserving ang,-non-increasing). Lai"™® be theRecRANoutput in Eq.(46), where each
clipped attention~g) is obtained using() as in Eqg.(45). Thenu™® is elementwise sign-preserving and magnitude-
shrinking:

u® u 0 and ju % juj (elementwise):

Consequently, for all p 2 [1; 1],

ku®k, kuk , and  ku®*® uk p kuk p: (47)
Proof. By de nition, (v) = minfl; maxfO;vgg clips any scalar t¢0; 1]. Hence each clipped attention satis@s ~ g)
1 elementwise for alt andq 2 fl; cg . Therefore the per-step mask? (u) =~ (u) ~ ¢ (u) satiseso m O (u) 1
elementwise, and so does their product

v
Mrec(U) = m® (u); hence 0 mc(u) 1elementwise:
t=1

RecRANoutputsu™® =u m e (u) (Eq.(46)). Sincemec(u) 0 elementwiseu™ u=u u m rec(U) O . Also

ju™€i=juj m rec(u) jujelementwise because mec(u) 1.

Foranyp 2[1;1), X X

kureCkB - jureC[r]j p Ju[r]J P = kuk E,
r r

hence kif°k, kuk ,. The case p = 1 follows similarly: ku®°k; =max, ju°[r]j max  jur]j = kuk 1 .

Finally,u™® u=u (m |c(u) 1) . Sincemec(u) 2 [0;1] elementwisejmc(u) 1j 1 , givingju™® uj juj
elementwise and thus Ki uk , kuk ,forallp 2 [1;1].
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Proposition A.4 (RecRANis Lipschitz on bounded feature domains). Fix a recursion dé&pt@onsiderRecRANas a
(random) mappindR(; ) :u 7'u " de ned by Eqs(45){46), for a xed draw of its internal randomness. Assume each
per-step multiplicative mask® (u) = ~ ¥ (u) ~ & (u) isL,-Lipschitzin'y ,i.e,km® (u) m ® (v)k; L (ku vk ; ,
and that inputs are bounded as kukkvk; M. Then RecRAN is Lipschitz in 3 with

X
kR(u; ) R(v; )k 1 1+M L¢ ku vk q: (48)
t=1
Proof. Write m(u) = m gc(U) = Qthl m® (u), so that R(u; ) =u m(u). For any u;v,
R(u; ) R(v;)=(u v) m(u) +v m(u) m(v)

Taking 1 norms and using 0 m(u) 1 elementwise gives
k(u v) muk 1 ku vk ;:

Alsokv (mU) mv)k 1 kvk 1 km(u) mWvk 1 Mkm(u) mWv)k 1.
Qr ®

It remains to boundkm(u) m(v)k . . Fora xed coordinate, m,(u) = ~_; m;
standard telescoping product identity yields

(u) with each factor ir[0; 1]. A

X Y Y
me(u) m ((v) = m& U mOu m O () m® (v) :
t=1 s<t s>t
P
Since all products are bounded by 1 in magnitude, we hayéymm ()] L im® @ m @ (v)j, hence

X X
km(u) m(v)k 1 km® ) m O (v)k, Le ku vk 1 ;
t=1 t=1

by the assumed Lipschitz property of eacm

Combining bounds,

X
kR(u; ) R(v; )k 1 ku vk ; +M L: ku vk 1 ;
t=1
which is Eq. (48).

A.6. Non-Recursive Randomized Attention Noise (NoRAN)

NoRANis designed that encourages diversity in stochastic perturbations while avoiding over-smoothing. Speci cally,
NoRANcomplement®RecRANwith a single-pass (non-recursive) stochastic attention mechanism that injects complementary
channel-aware perturbations driven by multiple global pooling descriptors.

Complementary channel descriptors and stochastic injection. Given 2 RH"WC  letD = fMN; SP; MP; APglenote
global min-, sum-, max-, and average-pooling over spatial dimensions. Fode€ath we compute a deterministic channel
attention vector

a = ¥m(d(u)) 2[0;1] <; (49)
sample noiseq N (0O; 1) with the same shape as u, and scale it with learnable coef cients
§= 4 a (50)
NoRAN outputs the non-recursive stochastic represg(ntation
u =u+ y ou d (51)
d2b

where 4 is broadcast over spatial dimensions. This yields non-progressive but diverse channel-aware perturbations that
complement RecRAN's progressive stochastic smoothing.
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Proposition A.5 (NoRANperturbation is conditionally Gaussian and heteroscedastic)u"Pebe de ned by Eq(51), and
dene ™ =u" y .Assume foreactithat 4 N(O;l) hasi.i.d. entries, the noises are independent acthssd

4 is independent of u. Conditioned on u/™" is Gaussian with mean 0 and diagonal covariance:
|
X 2 '
T ju N(O; (u); (u) = diag a u a(u) ; (52)
d2D

where() 2 denotes elementwise squaring (after broadcasting to the tensor shape). In particular, each feature coordinate
has variance scaled by the attention and learnable noise strengths.

Proof. From Eq. (51), X
nor — nor = g] u d(U) : (lj\l: d d:
d2D
Conditioned oru, the tensorsi and 4(u) are deterministic. Hence each summand can be written as an elementwise scaling
of 4 by the deterministic tensogéu) = 4 u 4(u) (broadcasted as needed):
g u a() = 4 s q(u):

Since ¢ N(O;1) has independent standard normal entries, it follows thats 4(u) is Gaussian with mead and
diagonal covariancdiag(sq(u) 2 ). Independence acrodsmplies the sum oved is Gaussian with covariance equal to the
sum of covariances. Therefore,
X
nriy N 0; diag sgu)? =N O; (u) ;
d2b

where (u) is exactly Eq. (52).
Corollary A.6 (Directional concentration oNoRANperturbations). Under the assumptions of Proposition A.5, for any
xed unit vector v (vectorized tensor),

t2

. nor; —
P hv; it u 2exp 2V @V

(53)

Equivalently, hv; " iis conditionally sub-Gaussian with variance proxy {u)v.

Proof. Conditioned om, Proposition A.5 gives ™" ju N(O; (u)) . Forany xed vectow, the scalahv; "i is
therefore Gaussian with mean 0 and variance

Var(hv; "iju)=v > (uv:

The standard Gaussian tail bound states that iN (0;  2), thenP(jzj t) 2exp(t  2=(2 2)). Applying this with
2=v> (u)vyields Eq. (53).

A.7. Experimental Setup

Benchmarks and evaluation metrics. We evaluatdySCANon eight image-classi cation benchmarks spanning nat-
ural and medical imagingCIFAR-10/100 (Krizhevsky, 2009)JmageNet-1k  (Deng et al., 2009)CelebA (Liu

et al., 2015)NCT-CRC-HE-100K (Kather et al.),NIH-CXR (Wang et al., 2017)EyePACS (EyePACS, 2015), and
HAMZ10000 (Tschandl et al., 2018). We report robustness under two complementary criteria: (i) certi ed robustness
(accuracy) under randomized smoothing)(and (ii) empirical robustness (accuracy) under white-boxattacks.

HySCANIntegration and internal randomness. We integratelySCANby replacing each standard convolutional block

in aCNNbackbone (e.gResNet blocks in theResNet family (He et al., 2016)) with th&@WAN!SANI hybrid module

(Sec. 3). Speci callyRWANeplaces every convolutional layer within each residual block,S#| is applied at the end

of the resultingHySCANblock, thereby converting each residual block intdySCANblock. RWANhjects attention-gated
stochastic perturbations in weight space (i.e., randomized kernel perturbations)Shilénjects attention-modulated
perturbations into intermediate features (Sec. 3.2.1- 3.3). Both sources of internal randomness are enabled during training
and inference, and HySCAN's prediction is de ned by marginalizing over this internal joint randomness as in Eq. (2).
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Certi ed evaluation (7). We certify HySCANusing the standard randomized-smoothing guarantee (Theorem 3.1),
applied to the smoothed predictor de ned in Eq. 2. Concretely, for each testinpatti cation requires estimating the
top-two class probabilitie§a ; ps ) under the joint randomness from (i) Gaussian smoothing noise ardy&TAN's
internal stochasticityRWANndSANI). Accordingly, each Monte Carlo forward pass uses fresh drawty/8CAN's
internal randomness (e.RWAN's | andSANI's ) together with the smoothing noise, matching the stochastic predictor
used throughout the paper (ref. Appendix A.4).

We use a two-stage Monte Carlo routine that is standard in smoothing-based certi cation: a small pilot sgjnple (
identify the most likely class, followed by n additional samples to form one-sided con dence bounds at condence 1 ;
the certi ed radius is then computed from these bounds via Theorem 3.1. Wgu$60, n=100;000, and =0:001 . We
consider Gaussian noise levels 2 f0:25; 0:50; 1:0; 2:0g and report certi ed accuracy at prede,nedii r.

Because certi cation is sampling-intensive, we certify a dataset-speci ¢ subset of the test split using a xed rule, chosen a
priori to balance coverage and runtime:

ImageNet-1k: certify every 100 ™ test example (defaultg¥100, n=100;000, =0:001).

CIFAR-10/100: certify every 5 ™ test example (defaultg¥100, n=100;000, =0:001).

CelebA (ARS-style): certify a uniform, label-strati ed subset 200test images witiny=100, n=50;000, and failure
probability 0:05 (i.e., 95% con dence).

NCT-CRC-HE-100K , NIH-CXR, EyePACS certify a uniform, label-strati ed subsample per dataset, sized to yield
approximately 2;000 certi ed examples each (defaykt-h00, n=100;000, =0:001).

HAM10000: certify the full test split when feasible; otherwise, use a uniform, label-strati ed subsample (defaddO0,
n=100;000, =0:001).

Empirical evaluation ("1 ). We evaluate empirical robustness under white-bgx attacks usingAPGD-20,
AutoAttack  (AA) (Croce & Hein, 2020), an@®GD(Madry et al., 2018) at 2 f8=255;16=255g Here, APGD-20

denotes the union of, -APGRe and’; -APGR p.r from (Croce & Hein, 2020), each run for 20 iterations with 5 ran-

dom restarts. BecaustySCANs stochastic at inference time, all empirical attacks KRBPAN/SANIrandomness active;

each stochastic forward pass draws fresh internal randomness, and gradients are computed through that realization. Beyond
the defaultAPGIBAA setting, we stress-teblySCANwith strongerPGDcon gurations by increasing both perturbation
strength and iteration count (Fig. 3), and with multi-step and adaptive stochastic attacks inElGdiseGD BPDA and
EOT-BPDA (Figs. 4-5).

Training details for certi ed robustness. We follow anARSstyle (Lyu et al., 2024), dataset-speci ¢ training recipe and

train HySCANintegrated backbones end-to-end under Gaussian noise augmentation at the same smoothingdevel

at certi cation. HySCAN's architectural stochasticitfiRWANNdSANI) remains active during training, and its internal
randomness is resampled across forward passes in the same manner used at inference and certi cation. We optimize the
standard categorical cross-entropy objective and report top-1 accuracy.

Architectures. Consistent with common smoothing baselines (Xia et al., 2024), we ResNet-110 for
CIFAR-10/100 and ResNet-50 for the remaining datasetdnfageNet-1k , CelebA , NCT-CRC-HE-100K,
NIH-CXR, EyePACS, HAM10000).

Optimization. We use the following settings (one recipe per dataset family):

CIFAR-10/100 : 200 epochs, batch size 256gamWvith learning ratel02 and weight decag0* . We use a step
learning-rate schedule with step size 30 and multiplicative decay = 0:1.

CelebA , NCT-CRC-HE-100K, NIH-CXR, EyePACS HAM1000Q 200 epochs, batch size 68GDwith learning
rate 5 10 2 . We use a step schedule with step size 3 and decay = 0:8.

ImageNet-1k : 200 epochs, batch size 30BGDwith learning ratel0? , momentun®:9, and weight decag0* . We
use a short warm-up at the beginning of training, followed by a step schedule with step size 30 and decay = 0:1.

Baselines and reporting. We compare against certi ed randomized-smoothing baseR®&&0ohen et al., 2019),
IRS (Ugare et al., 2023DRS(Xia et al., 2024) ARS(Lyu et al., 2024)) and empirical defenses reported in Sec. 4 £&I1g.,
(Madry et al., 2018)DCS(Ma et al., 2025)CTRWMa et al., 2023)RPF(Dong & Xu, 2023)). All results are averaged
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over ve random seeds; we report the mean and, where applicable, the standard deviation (denptedllaexperiments
were run on NVIDIA A100 80GB.

A.8. Details of the HySCAN certi cation procedure

This section describes how we implement randomized smootRi8gcgrti cation for HyYSCANwhen the base network is
itself stochastic due tBRWANINdSANI. The key requirement fdRSis that the smoothed classi er averages predictions
over an input-independent noise distribution. We therefore Hg&CANs internal stochasticity as part of the randomized
base classi er and resample it i.i.d. at every forward pass, both during training and certi cation.

Stochastic base classi er and joint randomness. Letgx;!; )2 R ¥l denote the HySCAN logits for input x, where
I aggregates aRWANandom draws (e.g., sampled weight noises and any gating randomness)aggiegates all
SANI random draws (e.gRecRANNoRANnNoises used for feature injection). We wr{te ) for the induced
internal randomness distribution and assmg is independent of the Gaussian smoothing nbisd (0;  21). The
corresponding randomized hard classi er is

foxh): argmagéY S (X1 ):
The smoothed classi er used throughout the paper (Eg. (2)) is
F X = arg max Pineo: 21 () f (x+")=c

Because the probability is taken over the full joint randomrféds ) |, the standaréRScerti cate (Theorem 3.1) applies
unchanged; see Appendix A.3 for the product-space argument.

Figure 7. Certi ed accuracy (%) oflySCANversusHyCASon ImageNet andCIFAR-10 . Both methods are evaluated across four
smoothing levels, 2 f0:25;0:50; 1:00; 1:50g , and certi ed radiir. Solid curves denotelySCAN dashed curves denoktyCAS
HySCAN shifts the nonzero-radius certi ed frontier upward while preserving comparable clean accuracy.

A.8.1. HYSCAN TRAINING FOR CERTIFICATION (RS-COMPATIBLE TRAINING)

To obtain valid™, certi cates via Theorem 3.1, we traidySCANwith an RS-compatible objective that matches the
randomness used at certi cation time. Concretely, for a xed smoothing level we minimize the jointly smoothed risk

h i
min Exyo  Ewne 20 s (x+h )y : (54)

This corresponds to E¢30)with = 0 (i.e., no adversarial; term). In practice, the nested expectations in (4)
are estimated with Monte Carlo sampling, using fresh drawsaofd(!; ) on every forward evaluation. The details of
HySCAN training with certi cation guarantees are presented in Algorithm 1.
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Figure 8. Same-framework base-model comparison uR&andARS Certi ed accuracy is reported ddIFAR-10 andimageNet
at representative radii and smoothing levels. By replacing the base stochastic mechanislyS@ANInside the same certi cation
framework, certi ed accuracy improves across the evaluated operating points.

Algorithm 1 RS-compatible training of HySCAN (for certi cation)

1: Require: DataseD; epochsE ; batch sizeB ; smoothing noise ; HySCANogitss (;!; ) ;loss™; optimizerOpt() .

Draw"; N(0; 2l)fori=1;:::;Bandsetx; x ;+";. //Gaussian RS noise (one draw per example)
Draw (!i; i) fori=1;:::;B. [//HySCAN randomness (resampled i.i.d.; realized inside RWAN/SANI)
6: Compute the minibatch loss L é s (sl i)Yo
i=1
7: Opt r L.
8: end for
9: end for

A.8.2. HYSCAN INFERENCE-TIME CERTIFICATION (MONTE CARLO RS)

At test time, we certify the smoothétySCANclassi erF  (Eq.(2)) using the standard two-stage Monte Carlo procedure
from randomized smoothing. Every certi cation query draws from the full joint randomness

5) N@© P
i.e., each forward pass uses fresh Gaussian input noise and freshly resampled RWAN/SANI randomness.

Estimating pa and forming a valid lower bound. Fix a test inpuk. Letca denote the most likely class under the joint
randomness:
Ca 2argmaxpe(x);  Pe(¥) =P gy f (x+7L)=c
C

We rst identify a candidaté&, via a pilot run withng samples. We then drawadditional samples and count how often
€ occurs. Leim, be this count. We compute a one-sided Clopper—Pearson lower con dence figund pes, (X) with
failure probability .

Bounding the runner-up probability. To obtain a rigorous certi cate for Theorem 3.1 without additional multiple-
comparison bookkeeping, we use the standard RS bound

Pe = Maxpe(X) 1 p a; ) pg =
Cc6=
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Algorithm 2 HySCAN inference-time RS certi cation under joint randomness (*;!; )

1: Require: Trained logitss (;!; ) ; test pointx; noise level ; pilot samples; certi cation samples; failure
probability .
Output: Certi ed label ¢ and radius §(x), or ABSTAIN.

W N
—h
o
=
—
1
=
=)
o
Q.
o

I/l (1) Pilot: identify the top class

¢a argmax ¢CounT fc®gl9 =c .

4 Draw™ N(0; 2I).

5. Draw (1®: )

6: ¥ argmax sy (x+" ®;1 0 O
7: end for

8:

9:

Il (2) Estimation: estimate p for €a
10 Draw'® N(O; 2I).
11: Draw(1®; ©) |
122 & argmax sy (x+" ®O;1 0 0O
13: end for
14: my COUNT fc®gl, =64 .
15: i CLOPPERPEARSONLOWER(MA;N;1 ).
16: 8 1 p LB. /1 Valid bound on maxge=g, Pc(X)
17: if p?  1=2then
18: return ABSTAIN

19: else

200 b(x) 5 ! (pg® 1 (pg®) . fEquivalently, k(x) = 1 (pEB)sincey® =1 p LB.g
21 retun ($ =€ a; (X))

22: end if

This yields a valid certi cate with overall failure probability at most .

Certi ed radius. Given (p48 ; ps® ), we compute the certi ed radius using Theorem 3.1:
R(x) = 5 Y (pr) "(e°) ; pe =1p A (59)
The details of HySCAN inference time with certi cation guarantees are presented in Algorithm 2.

A.9. HySCAN with Adversarial Training for Empirical *; Robustness.

Letf (;!;):R 91 R © denote theHySCANintegrated classi er parameterized by, where! and capture the
internal randomness induced BYWANand SANI, respectively. In the empirical robustness component of our hybrid
objective Eq(30), we generaté; -bounded adversarial examples on-the- y and updatgsing the resulting worst-case
loss.

For a labeled sample (x;y) and perturbation budget an adversarial example is de ned as

? N 0. [Att] . [At] \. .
X' = max f x5! ; Y 56
oo X ( )Y (56)

where[Att] denotes the attack phase: gradients are taken with respect to the input (equivatert, x ), while is
held xed.

HySCAN's stochasticity is part of the deployed predictBAWWANINASANI randomness are freshly resampled per forward
pass during training and inference. Consequently, during adversarial example generation we compBtaRgrelient
step using a fresh draw of (!; ), matching the forward-pass stochasticity used throughout the model.

Adversarial training then solves the standard min—max problem associated with the empirical term in Eq. (30):

min max CfoG A Ay (57)

[nf]  x0:kx Oxk 1 1
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Algorithm 3 Adversarial Training with HySCAN for Empirical~ Robustness

1: Require: dataset D; HySCAN network {;!; ); > 1 budget ; ; PGD steps K; step size a; optimizer Opt().
2: while not converged do
3:  Sample a minibatch f(x y;)g8, D.

4: Initialize 2 Unif((  1; 1 Dor 2=0.
5: fort=0;:::;K 1do
/Il attack phase [Att]
6: Draw fresh (!f; !) for each forward pass.
g o i B Dy
8: it+1 kk 1 1 it+a 3'gn(g|t) .
o: xi+ {7 Clip i+ ).
10:  end for
11 x4V x + K,
12:  Draw fresh (}j; i) for the parameter update. /I update (inference) phase [Inf]
13:  Compute L L nyscan ;f(x i;yi;ix?%)gB; using Egs. (4)—(5).
14: Opt ;r L.
15: end while

where[Inf] denotes the update (inference) phase: gradients are taken with respedhtpractice, we approximate the
inner maximization with multi-step projected gradient ascB@[) and then update by minimizing theHySCANbbjective
in Egs. (30)—(57), which combines tRWAN/SANImodule-wise losses via the learnable weidghty . The details of
HySCAN with adversarial training for empirical adversarial robustness are presented in Algorithm 3.

A.10. Extended Experimental Results.
A.10.1. EXTENDED CERTIFIED ROBUSTNESS ON NATURAL VISION

Figure 7 gives a direct certi ed-robustness comparison with the pti@@ASbaseline. The gain is primarily a robust-
radius gain:HyCAScan be comparable or slightly higherrat 0, but HyYSCANimproves the nonzero-radius frontier
acrossimageNet andCIFAR-10 . This behavior is consistent with the methodological distinction between the two
defensesHyCASuses hybrid streams with separately controlled stochastic components, wHgB%&Nuses the same
attention-noise mechanism to coordinR&/AN weight-space stochasticity aishNI's feature-space stochasticity inside

one randomized base predictor. As a result,Ristyle classi er marginalizes over both input smoothing noise and
internally resampled RWAN/SANI randomness, producing a stronger certi ed frontier rather than merely improving clean
accuracy.

Figure 8 controls for the certi cation framework by comparing the base model inside theR8ared ARSpipelines. The
consistent improvement ¢fySCANover vanilla,RPF, andCTRWndicates that the gain is not inherited only from the
smoothing framework. Instead, it comes from the randomized base pred®bkNberturbs the convolutional operator
through attention-noise-induced weight-space stochasticity, BN perturbs the intermediate representation through
attention-noise-induced feature-space stochasticity. The same trend undeSaotlARSsupports the claim thadySCAN

is a framework-compatible base architecture rather than a framework-speci ¢ tuning artifact.

A.10.2. CERTIFIED ROBUSTNESS ON MEDICAL BENCHMARKS.

AcrosseyePACS and NCT-CRC-HE-100K, HySCAN consistently improves certi ed accuracy oveRS/DRSfor

every preset radius 2 f0; 0:25; 0:5; 0:75; 1:.0gat both smoothing levels2 f0:25;0:5g (see Table 7). OkyePACS
HySCANimproves ovelARSby +4.4 pp ar = 0:25 (67.3 vs 62.9) and +4.3 pp at= 1:0 (40.5 vs 36.2) for = 0:25 ,

and remains ahead undex 0:5 (+4.0 pp atr = 0:25 and +4.2 pp at = 1:.0). OnNCT-CRC-HE-100K, HySCAN

yields consistent mid-radius gains (e.g., +4.8 ppat0:5 for = 0:25, 64.2 vs 59.4) and strengthens the high-radius
regime under larger noise (+3.0 pprat 1:0 for =0:5 , 37.2 vs 34.2). We attribute these improvementdySCAN's
distributed, attention-conditioned stochasticiBWWANhtroduces input-dependent (heteroscedastic) perturbations in weight
space, whiléSANI injects additive attention-modulated feature noise, jointly stabilizing predictions under the same joint
randomness used by certi cation. Since the randomized-smoothing radius sati$@s > * (pa) ! (pg) with
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(pa; ps) computed under (*;!; ), HyYSCAN's structured multi-level randomization enlarges the top-two probability gap

and increases the fraction of examples whose certi cates exceed a target radius. This mechanism is especially bene cial for
medical imagery, where discriminative cues can be spatially localized: attention gating concentrates stochasticity on salient
regions/channels while avoiding indiscriminate corruption of ne-grained structure. Finally, the notably smaller standard
deviations (e.g., at = 0:25) suggest the gains are reproducible across seeds, consistent with systematically improved
margins rather than seed-speci c effects.

A.10.3. EMPIRICAL 1 ROBUSTNESS UNDER WHITE-BOX ATTACKS.

Multi-step Attack. Figure 9 studies the stability dlySCANunderEOT-PGDon CIFAR-10 . SinceHySCANresamples
RWAN/SANIrandomness at inference time, EOT estimates the attack gradient by averaging over multiple stochastic forward
passes, matching the evaluation protocol used for stochastic defenses. We use 20 PGD steps and report a sweep over
0-10 EOT trials; the main adaptive setting uses 7 EOT trials for consistency with the stochastic-deformable-convolution
baseline. After EOT is enabled, robust accuracy remains stable across the sweep4mgésover 1-10 trials), rather than
degrading monotonically as more stochastic samples are used. This indicatégSaNs empirical robustness is not an

artifact of a particular EOT choice, but is consistent with its attention-noise-induced weight- and feature-space stochasticity.

Extended Results. Table 6 reports top-1 accuracy under a standarthreat model at = 8=255, evaluated with
white-box adversarial attack$GD-20 andAA-20 ) on CIFAR-10 andimageNet . Across both datasets and both attack
instantiationsHySCANachieves the strongest empiri-

cal robustness while also attaining the highest clean

accuracy, indicating that the gains do not arise from trad-

ing away nominal generalization for robustness.

On CIFAR-10 , HySCANreaches 90.93% clean ac-

curacy and the best robust accuracies (74.63% un-

der PGD-20 and 78.47% undeAA-20). Relative to

the strongest competing baseline in this talikC§,

HySCANmproves by +0.51 pp on clean accuracy, +1.11

pp underPGD-20, and +2.39 pp undeAA-20. The

margin over other recent defenses is similarly consistent:

compared t€C TRWHyYSCANgains +3.51 ppPGD-20)

and +4.39 pp AA-20), while also improving clean ac-

curacy. Notably, the improvements are larger under adrigyre 9. HySCANSstability under multi-stefEOT-PGDevaluation
versarial evaluation than on clean data, suggesting thain CIFAR-10 . PGD is xed to 20 steps while EOT trials are varied
HySCANstrengthens decision stability speci cally in the from 0 to 10.

adversarially relevant regime rather than merely improv-

ing standard accuracy.

On ImageNet , HySCAN again sets the best clean accuracy (74.24%) and the best reported
robustness (60.69% PGD-20, 68.32% AA-20). The gains are especially pronounced over
smoothing-based certi ed defensddySCAN  14pje 6. Empirical Robustness (accuracy (%)) againstadversarial at-
improves overARSDby +15.91 pp PGD-20)  tacks PGD-20 and AA-20) on CIFAR-10 (Krizhevsky, 2009) (left) and

and +22.67 pp AA-20), and overDRS by ImageNet (Deng et al., 2009) (right) at 2 f8=255¢.

+20.06 pp PGD-20) and +25.50 ppAA-20).
These results support the central objective of Method
HySCAN: narrowing the long-observed gap be-
tween provable robustness pipelines and prac-
tical robustness against strong white-box
attacks, without incurring a clean-accuracy re
gression.

CIFAR-10 ImageNet
Clean PGD-20 AA-2(J Clean PGD-20 AA-20
DRS (Xiaetal., 2024) | 88.31  63.86 65.51( 72.23  40.63 42.82
ARS (Lyu etal., 2024) | 89.10 66.74 68.13 | 73.13 44.78  45.65
CTRW (Maetal., 2023)| 90.18  71.12 74.08( 73.87  60.16 -
RPF (Dong & Xu, 2023)( 89.85 68.85 69.31 | 73.24 56.56 -
DCS (Maetal., 2025) | 90.42  73.52 76.08( 73.87  52.38 66.79
HySCAN (Ours) 90.93 74.63 78.47 | 74.24  60.69 68.32

Why HySCAN improves over prior de-
fenses. We attribute these consistent gains to

HySCAN's hybrid, space-aware stochasticity that hardens both (i) how features are computed and (ii) what representations
look like. RWANhtroduces implicit stochasticity by perturbing convolutional operators in a structured mannerSwhile

29



Does a Hybrid Space-Aware Randomized Defense Improve Empirical and Certi ed Adversarial Robustness?

Table 7. HySCANvs. state-of-the-art certied defensesARS and DRSto evaluate certied accuracy oiyePacs and
NCT-CRC-HE-100K benchmarks. The best performance is shown as bold.

EyePacs NCT-CRC-HE-100K
Approach Certi ed accuracy at predetermineg radius r (%) Certi ed accuracy at predetermineg radius r (%)
0.00 0.25 0.50 0.75 1.00 0.00 0.25 0.50 0.75 1.00

DRS 0.25/81:3 1:92 60:1 2:83 50:1 1:53 40:9 2:04 26:2 2:69 |89:5 2:78 67:6 2:63 56:7 3:35 45:3 2:27 30:5 3:54
0.5|78:9 0:91 57:7 2:82 51:8 1:34 42:1 0:96 30:4 3:74 |85:2 1:67 65:6 1:89 56:2 1:23 48:2 1:67 33:1 1:20

ARS 0.25/83:1 1:35 62:9 2:93 47:9 1:94 40:7 2:32 36:2 3:73 |91:7 1:84 69:3 2:07 59:4 2:37 48:3 3:91 31:9 2:63
0.5]80:9 1:14 60:7 2:27 51:5 1:42 42:2 2:68 37:5 0:98 |87:8 2:25 68:4 1:91 60:1 1:01 50:7 0:53 34:2 1:39

HVCAS 0.25/86.7 0.97 66.1 1.62 51.4 2.74 45.7 1.27 39.2 2.61 |95.4 2.02 72.9 1.63 63.1 1.59 51.7 3.11 33.2 1.84
4 0.5(82.6 1.89 63.9 1:74 53.2 2:81 46.3 1:45 41.5 1:67 |92.3 0.61 71.7 1.11 63.4 1.36 52.2 1.21 36.9 2.57

HVSCAN 0.25/87.1 0.82 67.3 0.59 52.2 1.93 46.4 0.88 40.5 1.87 |95.9 1.62 73.4 0.56 64.2 1.52 52.5 1.45 32.6 0:69
4 0.5]/83.3 0.58 64.7 0.51 53.51.92 46.80.97 41.71.31 |91.9 1.03 71.4 0.95 64.2 0.83 52.7 0.91 37.2 1.69

introduces explicit stochasticity by injecting attention-modulated noise into intermediate features. This two-level design
is crucial: operator perturbations discourage brittle reliance on a single xed set of Iters, whereas feature perturbations
encourage smoother intermediate geometry under perturbations. Attention conditioning further ensures that the injected
randomness is selective rather than indiscriminate—preserving discriminative structure and explainkhgSEAN
improves clean accuracy while also raising robust accuracy. Ablations in the paper corroborate this complementarity:
enabling botRWANINdSANI yields the strongest robustness, exceeding either component in isolation, consistent with the
view that single-location randomization is helpful but incomplete.

Robustness-Ef ciency Tradeoff. Figure 11 summarizes the robustness—cost pro WySCAN The gure shows that
HySCANoccupies the highest-robustness region for both

certi ed and empirical evaluations, while incurring addi-

tional computation from its architecture-level stochastic-

ity. This cost is expectedRWANeplaces deterministic

convolutions with attention-noise-conditioned stochastic

kernels, andSANI is repeatedly invoked for both per-

layer weight-space gating and block-level feature-space

injection. Importantly, this design choice is motivated by

safety-sensitive robustness rather than ef ciency alone.

In settings such as clinical decision support, robustness

failures can have a higher cost than additional computa-

tion, so the overhead is a deliberate trade-off for stronger

adversarial reliability. The same accounting also explaingi9ure 10. Training time (A) and inference time (B) versus empirical
the larger overhead omageNet -scaleResNet-50 ﬁggﬂzmgzgoﬁtlFAR-lo . HySCANachieves the highest empirical
than onCIFAR-10 -scaleResNet-110 , where feature-

map resolution and repeated attention-noise operations

dominate the cost.

Figure 10 makes th€IFAR-10 runtime trade-off explicit. RPF, CTRWandDCSrequire less training and inference

time, but their empirical robustness remains lower tHgSCAN The higher runtime oflySCANfollows directly from its
deployment-time stochasticity: each forward pass samples weight-space randomness, computes attention-noise gates, and
injects feature-space stochasticity, while adversarial training further resamples this randomness across attack steps. Thus,
the added time is not incidental overhead; it is the computational price of the same mechanism that improves robustness.
For security- and safety-sensitive settings, this is a reasonable designihdBEANprioritizes adversarial reliability over

minimal latency, while still exposing the cost for transparent comparison.

A.10.4. CERTIFIED—EMPIRICAL ROBUSTNESS PROFILES UNDER INCREASING PERTURBATION STRENGTH.

Figure 12 summarizddySCANE behavior across the two robustness regimes studied in this work: (i) certi ed robustness via
randomized smoothing (certi ed accuracy as a function of the targetdiusr, bottom axis), and (ii) empirical robustness
under strong white-bo¥, attacks (robust accuracy as a function of attack strengtp axis). We emphasize that these
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Figure 11. Computation—robustness trade-off across certi ed and empirical settings. The plots compare robustness against parameters and
FLOPs for representative pipelinddySCANobtains the highest certi ed and empirical robustness averages, while incurring additional
computational cost from attention-noise-induced weight- and feature-space stochasticity.

curves are not intended to imply a zero-sum relationship; instead, they provide a compact joint characterization of how
performance evolves as perturbations become stronger under each evaluation protocol.

CIFAR-10 : certi cates vs. empirical robustness. OnCIFAR-10 (left), both certi ed and empirical accuracy decrease
smoothly as perturbation strength increases, but the
certi ed curve decays more rapidly. This separa-
tion is expected: randomized-smoothing certi cates
are suf cient guarantees under arthreat model
and can be substantially more conservative than ob-
served robustness undar attacks. Importantly,
HySCANmaintains a gradual, monotone degrada-
tion in the empirical curve even in regimes where
certi cates become small, indicating that the de-
fense's architectural stochasticity remains effective

under stronger attacks rather than exhibiting brlttleFigure 12. Certied (2) and empirical {1 ) adversarial robustness of

regime changes. HySCANon CIFAR-10 (left) and ImageNet (right) as perturbation
strength increases (bottom axis: certi ed radiystop axis: 1 attack

ImageNet : closer alignment across regimes. Strength ).

On ImageNet (right), the certi ed and empirical curves track each other more closely over a broad mid-range of
perturbation strengths and intersect at moderate radii, suggesting that the stability improvements captured by certi cation
are re ected in the model's practical resistance to strong rst-ordemttacks as well. As perturbation strength approaches

the most stringent settings, both curves converge toward low accuracy, providing a clear and coherent stress-test signal:
robustness degrades in a controlled manner as the task becomes inherently harder.

Overall, Fig. 12 provides a concise robustness “ ngerprint”"fiySCAN as perturbations strengthen, certi ed and empirical
accuracies decrease smoothly on bBtRAR-10 and ImageNet, with (i) an interpretable certi cate—empirical gap on
CIFAR-10 due to conservativeness and norm mismatch, and (ii) noticeably tighter alignment on ImageNet. This joint view
is consistent wittHySCANE core objective of narrowing the practical gap between provgbterti cation and empirical
robustness under modern attacks by distributing freshly resampled, attention-modulated stochasticity throughout the
network.
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